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Director's Welcome Committee for their help with organizing this yeaforum.

Welcome to our Spring 2014 newsletter. | In this issue you will also read about the winngfreur 2014
hope that you are as excited about the arrival ~ ISA water/wastewater division student scholarshithe
as Spring as | am. As a Canadian, | look  WWID offers up to $2000 of scholarship money eaelary
forward to arrival of spring each year after please join me in congratulating this year’s wirsneryou will
our long cold winter. It's hard to believe that also read about a webinar we recently held in cartjan with
just a few weeks ago it was almost 40 degrees  the North East Water Environment Association.

below zero in my home town.

Lastly, as per tradition, we include a meaty tecaharticle in
In this issue you will find a great deal of infortiem about our this issue. Eric Byres, who won the ISA’s 2013 Hberee in
upcoming 2014 water / wastewater symposium. Our Technical Leadership award, has kindly provideduith an
symposium chair Kevin Patel and program chair Joe article on using DPI (deep packet inspection) as paour

Provenzano, along with the rest of the symposiumnitee, cybersecurity arsenal. | hope you find the artickeresting

have been hard at work putting together this ye@c#nical and thought provoking.

program. Included in these pages you will find tis¢ of

technical speakers for the symposium, a listingxdfibitors, As you read this newsletter, | encourage you taktut our

and information about this year's forum sessionveater / symposium website atww.isawwsymposium.com On the

wastewater utility of the future. website you will find more information about ouresy that is
being held on August 5-7, 2014 and details abow ho

A large part of the success of our water/wastewdiesion register for it and the associated training courses

and our symposium is due to our relationships wather

associations in our sector, such as the Water &mvient Warmest Regards,

Federation (WEF) and American Water Works Assooiati

(AWWA). | would like to particularly thank our frigds in the Graham Nasby, P.Eng., PMP

local Florida chapters of these associations, tER and Director,

FSAWWA, for their help with promoting our symposiuand ISA Water/Wastewater Division

our colleagues in the WEF Automation and Info Tech graham.nasby@eramosa.com

www. i sa. or g/ wwi d/
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Message from your Director-Elect

| hope that the New Year has started off
great for all of our members. As Graham,

has spoken about the harsh Canadian
winters, | feel that | have to talk about our

unusually warm winters in Texas with the

on-going drought conditions that continue to

affect how our industry evolves.

As an automation professional, it is an excitingdias our
Engineers begin to dream up new and improved method
help sustain our water for the future, but it iscah great time
to think about how all of the utility's new assesnd
technologies should come together and provide maxim
benefit and money savings well into the future.cBithis is
becoming a bigger part of our industry, we have enduk
future of automation a key focus for our upcoming
symposium.

It seems like it was just yesterday that the 2088 WWAC
Symposium was taking place, but in reality it wasany 9
months ago and we are deep in the preparationseo2®14
ISA WWAC Symposium. With the feedback from last yea
we are hoping to pick back up right where we Idft We
have some exciting new ideas and presentations ttieat
program committee has helped put together. | would
encourage all WWID members to stay up-to-date on
symposium happenings on the website at
WWW.isawwsymposium.com

Keep reading in this newsletter about our upconi@g4
WWAC Symposium that is scheduled for Aug 5-7, 2014
Orlando, Florida, which | truly feel has been gutibetter
each and every year. The symposium is a great tiimeeet
new professionals in our industry and share knogdethat
will help you become better throughout your caréérope to
see you there!

As a final note, | want to say that what we arergpés that
the water/wastewater market is continuously evgivand
automation is playing a bigger and bigger part bist
evolution. It is great to be involved in an indysthat is
continuously in demand. As part of the symposiumplea to
take a look at where the water/wastewater sect®bkan and
where our industry experts believe it will be ire thuture and
how automation will essentially be the glue thatkesathe
future a reality.

It's an exciting time of the year with a fresh néeginning
with lots to look forward to. Make sure you keep wiph all
the latest water/wastewater and automation newsouat
website and by attending the symposium.

WWAC Symposium Registration Now Open

Registration is now open for our 2014 WWAC Sympodiu
ISA members can register for only $325 for the $-eleent.

Register online at:
WWW.isawwsymposium.com/reqgister/

Taking place 5-7 August in Orlando, Florida, UShAe 2014
ISA Water/Wastewater and Automatic Controls Symipimsis

a three-day event that focuses on the challengssciased
with automation and instrumentation in the waterd an
wastewater sector

The symposium features two full days of technical
speakers/presentations, a tour of a local wastewaatment
plant, a general reception, networking events, stguesession
and a supplier showcase. This highly focused sympofas

a long tradition as an event that caters to thedseef
automation professionals in the water and wastevgaigtors.

“Our secret is our focus. Our annual ISA Water /
Wastewater Symposium specifically caters to
the needs of professionals involved with
automation, instrumentation and SCADA in the
municipal water and wastewater sectors. It is a
unique niche event and we are proud of its
increasing popularity. There is no other event
like it in North America.”

Patrick Gouhin
ISA CEO and Executive Director

We have selected the August timeslot for severabams.
First of all this is “low season” for the area whitranslates
into better airline and hotel rates — we know tiaiy of our
attendees come from public utilities where evergining

dollar counts. We also selected the August timestotthat
participants can bring their families — in Augushesol is out
and Walt Disney World is just around the corner.

ISB 2014 ISA Water/Wastewater
we”. and Automatic Controls Symposium

Highlights: When and Where:
+ 2.5 Day Symposium with shert courses on Cybersecurity and «AUGLIST 5-7, 2014
Troubleshooting Instrumentation & Control Systems « Orlando, FL

- Attendee Registration Rate $425
Mscounts for 154, AWWA and WEF members

More Information:
Www.isawwsymposium.com

Frasented by the 1SA Walter and Wastewaler Industries Division, the WWAC
Symposium helps profassionals in the water and wastewaler sectors understand
how to use instrumentation, SCADA (supervisory confrol and data acquisition),
and automatic conirol applications for purification, distribution, collection, and
freatment of water and waslewater

Respectfully, \ﬁﬁm % ﬁ WARFLORIDA
Technical co-sponsar Technical co-sponsar EEC:;;.'CM :D-s:c.nssr Technical co-socnsor

Kevin Patel, PE, MBA

WWID Director-Elect

www.isa.org/wwid/ Page 2



2014 ISA Water/Wastewater
ISAY and Automatic Controls Symposium
- Ay ST Rl od1a WWWw.isawwsymposium.com

Crowne Plaza Orlando - Universal Hotel « Orlando, FL
Presented by the ISA Water and Wastewater Industries Division, in collaboration with WEF Automation and Info Tech
Committee, the Florida AWWA Section, Florida Water Environment Association, the ISA Tampa Bay Section, and the
Instrumentation Testing Association, the WWAC Symposium helps professionals in the water and wastewater sectors
understand how to use instrumentation, SCADA (supervisory control and data acquisition), and automatic control applications
for purification, distribution, collection, and treatment of water and wastewater. The symposium also provides an excellent
opportunity to gain valuable technical information, networking, professional development, and training.

This 3-day symposium is focused on the challenges associated with automation and instrumentation in the water and wastewater
sectors. It features 2 full days of presentations (two speaking tracks/rooms), a tour of a local water/wastewater facility, a general

reception, networking events, a poster session, and a supplier showcase.

KEYNOTE SPEAKER AND FORUM SESSION MEMBER
A Vision for the Water Resources Utility of the Future

Thomas W. Sigmund, P.E.
Chair, NACWA Utility and Resource Management Committee
Executive Director, NEW Water

Forum SEssioN MEMBER
. Kalanithy Vairavamoorthy, Ph.D.

. Dean, University of South Florida
Patel College of Global Sustainability

Forum SEssioN MEMBER

David Henry., P.E.
Program Manager Ill, Metropolitan Water District of Southern California

Technical Program Announced
Over 30 technical presentations and papers on a wide variety of automation,
cybersecurity, instrumentation, plant optimization, and system-integration
topics.

2 full days of Technical Speakers and Presentations
Instrumentation, System Integration, Automation, Plant Case Studies,
New Technologies, Optimization, Project Management,

SCADA, HMI, Human Factors, Alarm Management, Data Reporting

The major theme this year is how automaiton will play a key role in our
workplace and what the Utility of the Future will look like. The symposium
also continues with its traditional strength of sharing new ideas and lessons
learned from recent plant upgrades and new-builds.

The Symposium Program Also Includes:
Tour of a local water treatment facility, including transportation to the tour.
Trade Show, Reception & Networking Opportunities.

Continuing Education for
Plant Operations/Maintenance Staff, Plant Managers, Engineers,
Instrumentation Technicians, Plant Designers, System Integrators,
Facility Owners, and PLC/HMI/SCADA/DCS Programmers

Affordable Professional Development
Early-bird registration for the 3-day ISA WWAC Symposium is only $400.
Discounts available for FSAWWA, FWEA, AWWA, WEF and ISA members.
Includes breakfasts, lunches and evening reception.

ForRuM MODERATOR
The Role of Automation within the Utility of the Future

Tom Delaura, P.E.,
Chair, WEF Automation and Info Tech Committee
Vice President, Eramosa Engineering International

Forum SEssioN MEMBER

Barry Liner, P.E.
| Director, Water Science & Engineering Center at Water Environment
Federation

ForumM SEssioN MEMBER

Mike Sweeney, Ph.D., P.E.
Deputy Executive Director, Toho Water Authority

Earn CEUs & PDHs
The Florida AWWA, Florida WEA, the WEF Automation and Info Tech
Committee, adn the Instrumentation Testing Association have joined the
symposium as technical co-sponsors.

Attendees will receive up to 2.0 CEUs (issued by the FSAWWA, and Florida
Dept. of Environmental Protection (FDEP) approved) that can be used to
for continuing education requirements for Florida state water operator and
wastewater operator licenses. (FSAWWA course#05134009)

Florida Engineers can receive up to 20 PDHs (issued by the FSAWWA), and ISA
members and out of state attendees can receive 20 PDHs from the ISA.

Course: Troubleshooting SCADA Systems /
Instrumentation & Control Systems (1.4 CEUs)

The symposium offers an optional 2-day short course on Troubleshooting In-
strumentation & Control Systems. This course presents a systematic approach
to troubleshooting and start-up of single and multi-loop control loops. You'll
see how pressure, level, flow, and temperature loops operate to maintain
good process control systems. Attendees receive 1.4 FDEP-approved CEUs
(FSAWWA course#05134008) or 1.4 IACET-approved CEUs.

Course: Introduction to SCADA Cyber Security (0.7 CEUs)
The symposium offers an optional full-day short course on an Introduction to
SCADA Cyber Security. This seminar teaches you the basics of the ANSI/ISA99
Security for Industrial Automation and Control Systems standards and how
these can be applied in the typical factory or plant. Attendees get 0.7 FDEP-
approved CEUs (FSAWWA course#05134007) or 0.7 IACET CEUs.

View the complete technical program and register at www.isawwsymposium.com

the water quality people® Ly . -

Water Environment i~ FLGCORIL A\
Federation Ermgt WATER RESOURCES JOURNAL

Technical co-sponsor Technical co-sponsor

Media Partner

American Water Works Association

N\FLORDA

Florida’s Water Professionals

~\

Technical co-sponsor Technical co-sponsor

WwWw.isawwsymposium.com
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2014 ISA Water/Wastewater Symposium, to
be held August 5-7

Taking place at the Crowne Plaza Orlando-Univelrkakl in
Orlando, the 2014 ISA WWAC Symposium is a three-day
event that focuses on the challenges associatedh wit
automation and instrumentation in the water andtevester
sectors. The symposium features more than 30 teghni
speakers, two full days of technical presentatiangur of a
local water/wastewater treatment plant, a genezaéption
and a supplier showcase. This symposium is unicget a
focuses entirely on the needs of automation prafeats in
the municipal water and wastewater sectors.

“Our secret is our focus,” says Patrick Gouhin, CEfd
Executive  Director at ISA. “Our annual ISA
Water/Wastewater Symposium specifically caterdéorteeds
of professionals involved with automation, instruntation
and SCADA in the municipal water and wastewatetassc It
is a unique niche event and we are proud of itseaming
popularity. There is no other event like it in NoAmerica.”

A Strong Technical Program

This year’s technical program features more thasBtakers.
Thomas W. Sigmund, P.E., Executive Director of NEW
Water, the brand of the Green Bay Metropolitan Sage
District in Green Bay, WI will present a keynotedagss on A
Vision for the Water Resources Utility of the Fugur The
Water Resources Utility of the Future (UOTF) Taskde was
created by NACWA, WEF and WERF in 2012 to bring
together industry experts to identify opportunitiesnd
challenges faced by clean water agencies and totifige
forward looking solutions, some of which are being
implemented today.

UOTF will transform both the way traditional waster
utilities view themselves and how they will manateir
operations and relationships with their communitiesd
contributions to local economies. The Blueprint sgrgs a
vision for the future of clean water agencies alf asa series
of actions to deliver the vision. Mr. Sigmund witesent a
vision for these new utilities and explore how instentation
and automation are key to delivering on that vision

Other notable speakers in the 2014 WWAC symposium
technical program include:

e Don Lovell will talk about Troubleshooting Instrunte
and Control Systems. Troubleshooting skills are ofie
the essential components of an overall mission yead
strategy for plant operations. Troubleshooting Iskdre
not limited to traditional maintenance functionsit lare
applied to all aspects of plant operations. Typigadas
would include; loop checkout, control systems, loop
tuning, communication systems, material balances.
Purchasing of new equipment is an example of ac#dgi
place to test troubleshooting scenarios beforehase.

» Michael Sweeney, deputy executive director of tluhd@
Water Authority and long-time member of the Amenica
Water Works Association, who will talk about curren
news and trends in the municipal drinking watetaec

e Tom Delaura, Chair of the Water Environment
Federation’s Automation and Info Tech Committeeowh
will present on current news and trends in the ewmster
sector.

In addition to our technical program and invitedeaigers,
there will be a forum session that will allow fon a@pen
discussion on the automation needs in the utilitthe future.
Members of the forum session include:

* Moderator: Tom DelLaura, P.E., Chair, WEF Automation
and Information Technology Committee & Vice-
President, Eramosa Engineering International

* Panel Member: Tom Sigmund, P.E., Chair, NACWA
Utility and Resource Management Committee &
Executive Director, NEW Water

e Panel Member: Kalanithy Vairavamoorthy, Ph.D., Dean
University of South Florida, Patel College of Glbba
Sustainability (Invited)

e Panel Member: Barry Liner, P.E., Director, WateieBce
& Engineering Center at Water Environment Federatio

» Panel Member: David Henry, P.E., Program Manader Il
Metropolitan Water District of Southern California

 Panel Member: Mike Sweeney, Ph.D., P.E., Florida
Section of the American Water Works Association
(AWWA) & Deputy Executive-Director, Toho Water
Authority

Other topics addressed in the technical prograniudiec
cellular communications, case studies on plant ages,
cybersecurity risk reduction, cloud-based SCADA and
virtualization, DNP 3.0 protocol, sustainability rouigh
automation, human factors, CCST information, adednc
process control, alarm management, improving psces
visualization, and system integration best prastice

“This year's 2014 WWAC symposium program covers a
fascinating mix of instrumentation, SCADA, cybensety,
alarm management, and human-factors topics. Thgramo
offers great insight to anyone who works in the rapens,
maintenance, design or capital planning aspediseoivater or
wastewater sector,” says general symposium chawvinKe
Patel, Vice President with Signature Automationt #e full
program schedule, including full presentation axdt and
speaker bios, visit www.isawwsymposium.com/program-
schedule/.

Registration is now open

Registration is now open alww.isawwsymposium.com
Attendees can register online or register by caimgclSA
customer service at 1-919-549-8411. Registration tfee
three-day symposium is $425, and includes catereakEasts

www.isa.org/wwid/
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and lunches, as well as a printed attendee notefséte
symposium proceedings. Discounts are available I8k,
AWWA and WEF members.

Attendees will also receive approved continuing cadion
credits (PDHs and CEUSs) from ISA and the Floridati®a of

the American Water Works Association. These crechis be
used toward continuing education requirements farous
state-issued water operator, wastewater operatod an
engineering licenses. See the symposium websitemimre
information.

| have had the pleasure of attending the last tiiv&2¢AC
Symposiums and plan to attend again. | would ersgpeir
anyone in the water and waste water industry @ndtt.it
is time well spent!

— Daniel Machado, Technology Support Group Manager,
Cobb County, (Georgia, USA)

| found the WWAC Symposium...to be extremely
informative and useful. As a water/wastewgter

instrumentation and controls engineer based in |the
Northeast, | appreciated the insight of others waykn the
same field from around the country, as the industryny
area can sometimes feel very insulated. The oppiytto
share thoughts and ideas with those individuald, attend
presentations about topics that | tackle on a dzalsis wag
priceless. The different perspectives and methodslving
problems provided me inspiration to approach ptsjdom
a different direction and will directly benefit ngfients in
both the short- and long-term

— Jon Grant, Senior 1&C Engineer, Woodard Curran

| want to thank you and all of your volunteers foe great
training session and very informative symposiumb&ty
Security information and training is paramount &xige
and safe water delivery in the US and the worlde Th
plant tour was very informative and the hosts weeey
personable to us all.

The symposium had a wide variety of topics for coint
system design and operational considerations.
The speakers were very diverse and shared a we#lth
information with us all.

Thank you again for heading up a great team ofcdded
ISA/AWWA Water/Wastewater volunteer professionals.

My hat is off to you!

Nevada Water System

I would like to encourage anyone who has the chaace
attend the next symposium — whether as an atteadee
presenter — and get a fresh perspective on thessgou
face every day. Maybe even share your experierite |w
others. You'll be glad you did.

— Matt Phillips, Water Security Coordinator (SCADA)
Water Services, City of Guelph, (Ontario, Canada)

— Jeff Blue CAP, Control Systems Engineer, Southern p

IN

SCADA

Data Management
Information Technology
Instrumentation & Control
Asset Management

Cyber Security

Alarm Management

www.eramosa.com

Detroit - Guelph - Calgary
Toronto - London

313 - 556 - 2840

www.isa.org/wwid/
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List of Technical Speakers Announced for
2014 ISA Water/Wastewater and Automatic Setting the Standard for Automation™

Controls Symposium F—\
The symposium committee is pleased to announcdishef \

technical speakers for the 2014 ISA Water/Wastawatel
Automatic Controls Symposium. This year's symposiwith Show your Success

have a total of 33 speakers, who will be preserntimgr talks Wlﬂ’l ISA Senior membership
over the course of 2 days. The symposium will hawve
speaking rooms, so that attendees can select which Pssst, been in the business ten years? Or, have a degree and six
presentations to attend based on their interests. years of work experience? Sounds like you may qualify for ISA
) . Senior Member grade. Why apply? ISA Senior Member grade
View the full list: is a statement of your knowledge and experience. It's also a

WWW.ISawwsymposium.com requirement for becoming a candidate for ISA Fellow grade or

to hold a Society-level office.

Of the 33 speakers, the symposium includes one dteyn
address, two invited speakers and two guest speakérs Find all the details and an application form at

year's keynote address will be delivered byThomas W. www.isa.org/seniormember or call (919) 549-8411.
Sigmund, P.E.from NEW Water, the brand of the Green Bay
Metropolitan Sewerage District. His talked entitlg®l Vision

for the Water Resources Utility of the Future” introduces
the Water Resources Utility of the Future (UOTHR) éime role
automation will play.

Invited speakers at this year's symposiunalso includeDon
Lovell, who will discuss troubleshooting skills for
instrumentation and control systems. This presiemtatvill
develop the critical need for instilling the basic
troubleshooting template into the daily plant opierss.

Brag a little. Apply today
for ISA Senior Member grade.

This year's symposium will include &echnical Forum

Sessionwhere an open discussion will be held on the topic E:E'
The Role of Automation within the Utility of the Future. Endress + Hauser
The session will be moderated Bpym Delaura, P.E. and People for Process Automation

will include panel membersom Sigmund, P.E., Kalanithy
Vairavamoorthy, Ph.D., Barry Liner, P.E., David Henry,
P.E., and Mike Sweeney, Ph.D., P.E.

The 2014 symposium will also continue the ISA'glttian of
including guest speakers from the Water Environment
Federation (WEF) and the American Water Works
Association (AWWA). Tom Delaura, P.E, who is chair of
the WEF Automation and Info Tech Committee, wélider a
talk about current news and trends in Wikfke Sweeney,
Ph.D., P.E, will deliver a talk about current news and trends
in AWWA.

Topics addressed by the 2014 symposium technicaram
include: Automation, Instrumentation, Human Fagctors
Standardization, Security, Process Control, Smartewy
Wireless, Case Studies and several other SCADAeetla
topics. The symposium is an excellent opportutotgharpen
your technical skills, learn about industry trenaistwork with
professionals on your sector, and earn valuable <IFDHSs to
support your professional qualifications.

“We’ve revolutionized samplers”

Online registrationfor the symposium is now available.

Register now to get the early-bird discount. -us.endress.com/watersampling

www.isa.org/wwid/ Page 6



Registration Form

ISAY WWAC

. Symposium2014

International Society of Automath
67 Alexander Drive

P.O. Box 12277

Research Triangle Park, NC 27709

PHONE +1 919-549-8411

FAX +1 919-549-8288

EMAIL info@isa.org

Www.isa.org

2014 ISA Water / Wastewater
and Automatic Controls (WWAC) Symposium

5-7 August 2014 e Crowne Plaza Orlando-Universal Hotel ¢ 7800 Universal Blvd. ¢ Orlando, FL, USA

Mail Form and Payment Call ISA Customer Service Email: info@isa.org Fax Form to ISA Customer
to: ISA—WWAC Symposium at: +1 919-549-8411 Service at: +1 919-549-8288
PO Box 3561

Durham, NC 27702-3561 Online Registration: Instead of filling out this form, please consider registering online at www.isawwsymposium.com

1. Customer Information

Name (first): (initial): (last):
Company: Title:

Street Address:

City: State: Country:
Phone: Fax: Postal Code:
ISA Member # (if applicable): Email:

2. All PARTICIPANTS ARE REQUIRED TO PAY REGISTRATION FEES

Early-Bird Registration Regular Price (after 15 June 2014) Your Full Symposium registration includes:
Q Regular Attendee . ................... $425 Q Regular Attendee .. ...... $450
QISAMember . ... . $325 QISA Member .. .......... $350 * 2 full days of papers and presentations
O AWWA Member .. ... .. $375 O AWWA Member . ....... $400 * poster session
QWEFMember . ....................... $375 Q WEF Member . .......... $400 * networking events
* |ocal water treatment facility tour on Aug 5

Q Student Registration . ................. $125 Symposium Attendees will receive 2.0 CEUs i ﬁgmizsrisgkgsigEaliiruzhgv;izsiug ;
Q Author/Speaker Registration .. .......... $125 (or 20 PDHs) - ISA, FSAWWA and FDEP-approved « full buffet lunches on Aug 6 and Aug 7

) L. ) L. * evening reception on Aug 6 with cash bar
Optional 2-day Training Course: Optional 1-day Training Course * name badge
Troubleshooting Instrumentation & Control Systems (TC10)  Intro to SCADA Cybersecurity & ANSI ISA 99 (IC32C) |« Jist of attendees with contact info
4-5 August, 8:00am - 3:30pm - Attendees receive 1.4 CEUs 5 Aug, 8:00am-3:30pm, Attendees get 0.7 CEUs * printed onsite program booklet
QRegularPrice ...................... $1630 Q Regular Price. . .......... $685 * printed copy of symposium proceedings
QO ISA Member Price . .......... ... .. $1305 Q ISA Member Price . ....... $535
Registration and Training Course Total: $ US Dollars

3. Payment Summary Make Checks Payable to:

ISA WWAC
Charge: QVisa Q Mastercard Q1 Amex  Q Discover Note: Company purchase orders or military vouchers not accepted.
Charge Account Number: Hotel Registration:
Crowne Plaza Orlando-Universal Hotel
Exp. Date: 7800 Universal Blvd.
Orlando, Florida, USA, 32819
Name on Card: Reservations: 1 888-233-9527 (toll free)

Local: 1 407-355-0550

Slgnature: Fax: 1 407-355-0504
www.cporlando.com
WwWw.isawwsymposium.com Attendees are responsible for booking their own hotel rooms.

A hotel rate of $92/night is available if booked before 1 July 2014

WWAC2014-REGFORM-2014-06-02



your overhead shouldn't be.

Integrated water/wastewater solutions from Schneider Electric
can deliver the best options with the least engineering overhead.

Flexible architectures that reduce capital costs

The decisions you make in the design phase will most certainly affect your
network’s performance throughout the life cycle of the system. Our scalable
architectures bring together the best automation, motor control, and electrical
distribution solutions and comply with all relevant international and local
standards. You'll also be able to offer your clients additional value through
energy savings programs, high-level dashboards, and more — all from

Schneider Electric .

Long-term value through integration

Innovative water treatment solutions from Schneider Electric reduce design Our broad portfolio of expert-engineered
costs and facilitate better performance from your process. In addition, reference designs save you time during
integrated end-to-end energy management optimizes operating exp enses

and delivers savings that are both immediate and permanent. Our tested
architectures integrate our best automation, motor control, electrical distribution,
and software solutions. And essential features such as security and remote
monitoring are fully integrated, meaning that you need look no further for an
all-in-one treatment solution.

the design phase and ensure a reliable,
efficient architecture.

Add to that a distributed control architecture — including a custom-engineered,
design software suite — and you're now able o optimize plant efficiency
without sacrificing availability.

Discover our water and wastewater solutions today!
Download a FREE video for a chance to win S h 'd
Bose " noise-cancelling headphones ! c nel er

Visit www.SEreplycom  KeyCode e192u 0 E | ectric

©2013 Schneider Electric. All Rights Reserved. Schneider Electricis a trademark owned by Schneider Electric Industries SAS or its affiliated
companies. All ather trademarks are property of their respective owners. - wwwschneider-electric.com « 938-1186159_GMA-US_Bosa
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2014 Symposium Program Finalized
By Joe Provenzano, Symposium Program Chair

| am pleased to announce that the technical prodaanour
2014 symposium is now finalized. We have includael full
finalized speakers program and schedule in thissheter. |
invite you to review it. | hope to see you in Qudia.

In this newsletter you will find a complete speakiorder of
all of our speakers, which are organized into twarapel
speaking tracks over the course of two days.

The first day of speakers brings keynote speakem¥s W.
Sigmund, P.E. from NEW Water who kicks off the teicial
program with a talk about A Vision for the WatersRarces
Utility of the Future.

This is then followed by invited speaker Don Lovelh
Troubleshooting Instrument and Control Systems. Dalh
also be the instructor for the 2-day Troubleshaptin
Instrumentation and Control Systems course thabegg
offered in conjunction with the symposium.

Our technical program then follows a comprehenpiagram
of advanced process control techniques, instrurtientdest
practices, smart water projects, network desighrtieues and
plant case studies.

The first day is then rounded out with a postesisesfrom
2:30 to 3:45pm, and a General Reception that egenin

Our second day will then start with a sneak prevawour
upcoming 2015 symposium. Following our invited aiper,
we have two guest speakers from the Water Envirahme
Federation (WEF) and the Florida Section of the Acam
Water Works Association (FSAWWA). Tom Delaura, who
is the chair of the WEF Automation and Info Teclmeuoittee,
will be giving a short talk on current news andntte in the
wastewater industry. Mike Sweeney, a long-time memddf
the AWWA, and deputy executive director of the ToNater
Authority will then give a talk on current news atrdnds in
the drinking water sector.

Prior to continuing the day with more in-depth teiclal
speakers, a forum session will be held which wi b
moderated by Tom Delaura of Eramosa Engineeringg Th
panel members will discuss the automation’s role tfee
utility of the future which will be a continuatioffom our
keynote address. Our panel members will include nTd®
Sigmund, Kalanithy Vairavamoorthy, Barry Liner, [@Rav
Henry, and Mike Sweeney.

We have a strong focussed, technical program tas. Y look
forward to seeing all of you in Orlando!

Joe Provenzano
Program Committee Chair, 2014 WWAC Symposium

What there is to do in Orlando?
from the Visit Orlando tourism bureau

Lots! In addition to Disney World, Universal Stuicand Sea
World, there is a lot to do and see in Orlandoas$ @ your trip.

Theme Parks

Explore what's new and exciting at Walt
Disney World® Resort, Universal
Orlando® Resort, SeaWorld Parks &

. Entertainment and Orlando’s other

. world-famous theme parks.

Attractions

Fill your days and nights with unique
experiences outside of the theme parks.
From rockets to acrobats, Orlando’s
attractions will take your vacation to
new heights.

Golf

Tee off in one of the world’s largest golf
destinations. Orlando’s famously
beautiful golf courses, top-ranked
instructors and luxurious resorts cater to
the most discerning golf enthusiasts.

Arts, Culture, & History

., Discover what inspires a city built on
imagination. Live music, theater, dance,
galleries, museums and festivals are
just a taste of Orlando’s arts and culture
" scene.

Shopping

Whether you're looking for a splurge or
a steal, Orlando’s collection of malls,
_5: outlets, boutiques and galleries, all
within a fifteen-minute drive, will indulge
every retail whim.

Spas
4 Whether it's a quick rubdown or a head-
| to-toe rejuvenation, find your inner (and
1 outer!) glow at one of Orlando’s award-
winning spas.

% Sports, Recreation & Outdoors
Get moving and experience Orlando’s
unexpected thrills. Whatever your
passion, there’s an activity for you.

Dining

Whether you're looking for a
neighborhood café or a kid-friendly
eatery, Orlando’s restaurant scene has
grown into an eclectic mix of dining
experiences at a variety of price points.

{ Nightlife & Entertainment

Orlando is just as fun after dark as it is
during the day. Visit one of our unique
entertainment complexes, take in a
show at a dinner theater or crack up at
an all-ages comedy club.

For more information see: www.visitorlando.com

www.isa.org/wwid/
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Details about 2014 WWAC Symposium

By the Symposium Committee

We are pleased to announce the dates and confedeteits

of the 2014 ISA Water/Wastewater and Automatic Gust
Symposium, which will take place 5-7 August 2014tlz
Crowne Plaza Orlando-Universal Hotel in Orlandogrida,
USA. Now in its ninth year, the annual symposiurfesf a
unique opportunity for automation, instrumentatiand
SCADA (supervisory control and data acquisition)
professionals in the water and wastewater sectrshare
ideas, network, and earn continuing education tgedi

The 2014 ISA WWAC Symposium is a three-day eveat th
focuses on the challenges associated with providatigble,
secure and cost-efficient automation for the warlaiunicipal
water/wastewater infrastructure. The gathering uiest two
full days of technical speakers/presentations, osting
events, a poster session, and a supplier showtaseyear’'s
program also includes an optional tour of a localter
treatment facility, and two optional short coursesSCADA

cyber security and flow meter section/sizing. More
information is available atww.isawwsymposium.com

Invited Speakers

This year’s symposium will feature several prominen

speakers who will present on pertinent industryidapTom
Sigmund, Executive Director of Green Bay Metropoiit
Sewerage District, will deliver a talk about the ftéfa
Resources Utility of the Future to understand whets
utilities currently are and where they need todrelie future.

Call for Abstracts

The complete technical program for the symposiunti wi
feature speakers presenting on a variety of auiomat
instrumentation and SCADA topics unique to the
water/wastewater sector. There are still a few ldpgaslots
left in the technical program.

The symposium program committee extends an open
invitation for potential speakers to submit 250-dv@hbstracts

for a 30-minute talk, and a 6-12 page paper anpfster.
More information, along with the official call foabstracts,
can be found at www.isawwsymposium.com/call-for-
abstracts/Abstracts were due by 31 January 2014.

Partnerships with WEF, the Florida AWWA and NRWA

The WWAC Symposium is experiencing a new-found ghow
in popularity thanks to continued alliances witle tkivater
Environment Federation (WEF), the Florida Sectidnthe
American Water Works Association (FSAWWA) and the
Instrument Testing Association (ITA). By formingratg
partnerships with other associations, the sympogiasbeen
able to reach a broader cross-section of watemasiewater
professionals across the industry. For members heket
associations, the symposium provides targeted gsifieal

development and otherwise

inaccessible.

training  opportunities

“This collaboration aligns with WEF's Strategic Biation,
connecting water professionals to leverage knovdedgd
promote innovation,” says WEF Automation and Infech
Committee Chair Tom Delaura. “I am very much logkin
forward to continuing WEF's technical co-sponsopsbf the
2014 WWAC Symposium. It has been a pleasure toaleqgh
the team that brought ISA and WEF together for this
symposium, as well as on several other initiatiidse power

of such collaboration is uplifting.”

Cost-Effective Continuing Education Credits

The 2014 ISA WWAC Symposium offers a cost-effectivaey

for operators and engineers who work in the muaicigater
and wastewater sectors to gain valuable continathgcation
credits. Thanks to partnerships with local orgatnre, and
the ISA’s own role as an education provider, attesdare
able to receive both PDHs (professional developnhemutrs)
and CEUs (continuing education units) for the timey spend
at the symposium, and during the symposium’s twioopl

training courses on cyber security and instrumeraand
controls hands-on SCADA troubleshooting.

Registration for the 2.5 day symposium costs o253 and

discounts are available for AWWA, WEF and ISA mensbe
A special discounted hotel rate of $92/night hasnberranged
for symposium attendees.

Symposium Preview Brochure

Registration for the symposium is now open. Inte@parties
can find out more about the 2014 ISA WWAC Sympositian
the symposium website atww.isawwsymposium.conor by
viewing the four-page full color “conference prenfe
brochure, which is also available on the websitethBoaper-
based and online sign-up methods are outlined an th
symposium website, as is information about the tptional
training courses on cyber security and instrumeraand
controls hands-on SCADA troubleshooting that aréndpe
offered in conjunction with the symposium.

A copy of the 2014 WWAC Symposium preview brochcae
be found attached to this newsletter.

« Extend your vision

- Easy to understand
information for your
operators

 Remote video monitoring
« Wireless or wired solutions

« Integration of video/alarming with
your process control system

* Rugged industrial cameras

WWW.IVCCOo.COom

www.isa.org/wwid/
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' Refreshingly
simple
solutions

Learn more at the 2014
ISA Water/Wastewater
and Automatic Controls
Symposium August 5-7,
Orlando, Florida.

Water is an essential natural resource
that needs to be actively protected
and preserved. To help accomplish
this, Phoenix Contact is constantly
expanding our offering of innovative
products that are the foundation of
effective and sustainable solutions for
managing water resources.

Phoenix Contact has developed a
wide range of product and application
solutions for secure, scalable industrial
networks, remote connectivity, and
reliable power to ensure the availability

and reliability of control and SCADA
systems for water management.

Visit us at the symposium to learn more
about our refreshingly simple solutions
for water management.

Get more information at
www.phoenixcon m/water

)O@DOCOU @@ OOTTN N O

@ 2013 PHOENIX CONTACT

INSPIRING INNOVATIONS
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2014 WWAC Symposium
Program Schedule Preview

Presented by the Water and Wastewater DivisiorSeé, lour
symposium helps in the water and wastewater ingustr
understand how instrumentation, SCADA (supervisamgtrol
and data acquisition), and automatic control apgibos are
vital to the treatment and distribution of watdre tcollection
and treatment of wastewater; and the managemeastoofn
water. The preliminary program schedule is a®fod:

Monday — Tuesday, August 4-5, 2014

* Optional 2-day course: Instrumentation and Control
Hands-On SCADA Troubleshooting

* Optional 1-day course: SCADA Cybersecurity (Tuegday
» Symposium Registration

e Local Treatment Plant Tour (Tues afternoon)

Wednesday, August 6, 2014
» Keynote speaker
* Invited Speakers
» Presentations and Papers

» Light Breakfast, Coffee Breaks and Buffet Lunch
Provided

» Supplier Showcase & Vendor Presentations

» Evening Reception

Thursday, August 7, 2014
* Invited & Guest Speakers
» Presentations and Papers

» Light Breakfast, Coffee Breaks and Buffet Lunch
Provided

» Poster Session

» Supplier Showcase

Attendees at the symposium can earn up to 20 PDHs

(professional development hours).

ISA has been approved as an Authorized Blievi
— by the International Association for Continu
IA:. = EI_ Education and Training (IACET), 1760 C
Meadow Road, Suite 5_0(_), Mcl__ean, VA 221
(703) 5063275. In obtaining this approval, 1<
has demonstrated that it complies with
ANSI/IACET 1-2007 Standard wth is widely
recognized as a standard of good pra
internationally. As a result of their Authoriz
Provider membership status, ISA is authorize
offer IACET CEUs for its programs that qual
under the ANSI/IACET 1-2007 Standard.

Provider
#1001262

Earning CEUs and PDHs
Continuing Education Credits at the Symposium

At the 2014 WWAC Symposium, attendees can earn
Continuing Education Units (CEUs) and Professional
Development Hours (PDHs) for attending the sessiamd
ISA training courses. Engaging in continuing ediacaand
professional development is an ongoing requirerf@ntany
professional designations, certifications and lgg=n By
attending the WWAC Symposium, you can help satj&fyr
personal professional development and continuingcatibn
requirements.

The number of PDHs and CEUs for this year are:
e Symposium attendees will receive 20 PDHs / 2.0 CEUs
« |I&C: Hands on SCADA Troubleshooting Course
attendees 1.4 CEUs
« Intro to Cyber Security Course attendees: 0.7 CEUs

As an IACET authorized education provider, the [8an
issue PDHs/CEUs for symposium and training course
participation.

Additionally, the ISA has also partnered with théoria
Section of the AWWA and the Water Environment Fatlen
(WEF) to certify training credits for use for stdimensed
water and wastewater operators, and for statetezgis
professional engineers. For the 2014 symposiums thi
certification process is currently in progress. An
announcement will be made once this process is letep

As part of the 2014 symposium, all attendees walehthe
benefit of receiving approved CEUs/PDHs for thers@pent

in the training course and symposium towards their
water/wastewater operator and PE license continuing
education requirements. We will be doing the samseytear.

Water/Wastewater
- Industry Division

ISA

Water Environment

Federation
the water quality people™

www.isa.org/wwid/
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Symposium CEUs and PDHs

Thanks to our partnerships with the Florida Sectidnthe
AWWA, (FSAWWA), the Florida Water Environment
Association (FWEA), and the WEF Automation and Iffech
Committee, symposium participants will earn valeabl
Continuing Education Units (CEUs) and Professional
Development Hours (PDHs) by attending the symposium
Participants will receive their choice of CEUs ddH’s from
one of the following organizations:

Symposium Attendees will receive their choice of:

e 2.0 CEUs - issued by the Florida AWWA, course
#0513009

e 20 PDHs - issued by the Florida AWWA, course
#0513009

20 PDHs —issued by the ISA

Attendees of the optiona2-day SCADA Troubleshooting
Instrumentation and Control Systems short cowilereceive
their choice of:

e 1.4 CEUs - issued by the Florida AWWA, course

#05134008

e 1.4 CEUs - issued by the ISA, IACET provider
#1001262

» 14 PDHs - issued by the Florida AWWA, course
#05134008

14 PDHs —issued by the ISA

Attendees of the optional-day Intro to SCADA Cyber
Security short courseill receive their choice of:

e 0.7 CEUs - issued by the Florida AWWA, course

#05134007

e 0.7 CEUs - issued by the ISA, IACET provider
#1001262

e 7 PDHs - issued by the Florida AWWA, course
#05134007

7 PDHs —issued by the ISA

The FSAWWA-issued CEUs have been approved by the
Florida Dept of Environmental Protection, acdn be used
towards the annual continuing education requiremerd for
state-issued water_ and wastewater operator licenses

Florida-licensed engineers can use the PDH’s tosvaineir
continuing education requirements.

Out of state attendees, can use the ISA and FSAWAY4ed
CEUs or PDHs to meet the continuing education regquents
for various types of licenses and certifications: E&xample, in
most states and Canadian provinces, AWWA-certi{elJs
from another state are usually recognized for wated

wastewater operator licenses. The same is tru@ s for
professional engineers.

Furthermore, ISA members who have the CSST, CAH, an
CAP-associate certifications can use the symposamd
course PDHs towards their continuing ed requirerasnell.

Continuing Education as a Package

For water/wastewater utilities, tlsgmposium offers a cost-
effective way to meet the continuing education
requirements for plant engineering, operations and
maintenance staff.

American Water Works Association

AWWAMNFLORIDA

Florida’s Water Professionals

IS} Water & Wastewater Industries

- Division

Scada

Software for Monitoring & Control

Build it once. Use it anywhere.
www.trihedral.com

() g I L

www.isa.org/wwid/
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American Water Works Association

AWWAONFLORIDA

Florida’s Water Professionals
]

April 11, 2014

Graham Nasby
ISA

Dear Graham,
We are pleased to inform you that the Florida Section AWWA has granted your request for approval

of the following training programs: ISA WWAC 2013 Symposium. The Continuing Education Unit
(CEU/PDH) course number will be:

COURSE # NAME Credits

05134007 ISA Intro to SCADA Cyber Security 0.7 CEU’s / 7 PDH'’s
ISA Troubleshooting Instrumentation & Control

05134008 Systems 1.4 CEU's / 14 PDH's

0513009 ISA WWAC 2014 Symposium 2.0 CEU's /20 PDH's

Within 15 days of the event you must send us the signed Roster. The Roster must include all
students’ names and contact information (including address, license number and license type
(DW/WW/DS/PE) so we may process the Credits with the Department of Environmental
Protection and the Florida Department of Business Professional Regulation. We will also need the
amount of CEU’s/PDH’s being requested. The Roster must also include Name of Course, Course #
and Date.

If you have further questions, please do not hesitate to contact me.

Sincerely,

Donna Metherall
Training Coordinator
P:407-957-8443
F:407-957-8415

E: fsawwa.donna@gmail.com

|
Florida Section American Water Works Association

1300 Ninth Street, Suite B-124 | St. Cloud, Florida 34769
407 | 957-8448
www.fsawwa.org
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Symposium Program at a Glance

The Symposium program committee is pleased to aro®the full technical program for the 2014 WWAG$Hpsium

Monday, August 4, 2014

8:00am-4:00pn||SCADA Instrumentation & Control Troubleshooting $hGourse (day 1 of 2)*f

Tuesday, August 5, 2014

8:00am-4:00pm

SCADA Instrumentation & Control Tréaghooting Short Course (day 2 of 2)**

8:00am-4:00pm | Intro to Cyber Security Short Colfisday)**

12:00pm-12:30pnpiEarly Symposium Registration & Badge Pick-Up

12:30pm-3:30pm | Tour of Treatment Plar{transportation provided)***

** Short coursesare optional. Separate course registration reqdire

*** | imited capacity on tour. Tour bus leaves frdrotel lobby. Invitations will be sent out 3 weekismpto tour to registered

symposium attendees. RSVP required.

Wednesday, August 6, 2014

7:00am |Registration, Badge Pick-up, & Breakfast

8:00am

Opening Remarks

Keynote Speaker
A Vision for the Water Resources Utility of the Futre

8:15am

Water —view abstract

Thomas W. Sigmund, P.E., Chair, NACWA Utility anég®urce Management Committee & Executive Dired&\W

Invited Speaker
TBA
Don Lovell

9:00am

9:45am

Coffee Break & Exhibits

Track 1

Track 2

Townsend Filter Plant SCADA Replacement —Standardiation
Matters!
Pavol Segedy, Brown and Caldwelview abstract

10:30am

CyberSecurity: Can Standards Bring Clarity from
the Confusion?

David Doggett, Jeff Miller, P.E., ENV SP, and Mai
Leinmiller, Schneider Electric view abstract

Municipality Moves SCADA System from Desktop Compugrs
to Thin Clients

Bosko Bob Loncar, The Regional Municipality of Hadt—view
abstract

11:00am

Which cybersecurity standard is most relevant for
a water utility?
Don Dickinson, Phoenix Contactview abstract

HMI Development — Techniques for Reduction of Devepment
Time
Lucas Jordan, P.E., ARCADISview abstract

11:30am

Digital Energy — BPT
Paul Coggin, Dynetics, Inc.wview abstract

12:00pm

Lunch & Exhibits

Sustainability through Automation of Wastewater Treatment: A
Case Study on the Energy and water quality Impactsf DO,
NH4 and SRT Control Strategies at A Conventional Ativated
Sludge Plant

Irina Gokhman and Sarah Elger, P.E., Xylem Watdunt®ms —

1:00pm

Managing Complexity — Minimizing Risk:
Balancing system growth against destabilizing ris|
Blair Sooley, MBA, P. Eng., Trihedral Engineering
view abstract

www.isa.org/wwid/
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Sanitaire Products and Robert Smith, Ph.D., P.ie® Water
Solutions — YSI Productswiew abstract

Leveraging Real-time Data for Intelligent, Utility
New Transit Time Flowmeter for Biogas applications Management

n

1:30pm Alan Vance, Endress+Hausewiew abstract Gary Wong, P.Eng., MBA, CPA , OSilsoft, LLC. —
view abstract
How Ottawa Met its Environmental Regulation
Process Automation Upgrade of the Gilder Creek WWTP Requirements Using Real Time Control (RTC)
2:00pm |Scott Whitmore, P.E., CDM Smith and Sothorn Khek.PMR and Reduced Their Combined Sewer Overflows
Systems view abstract (CSOs) by 60%
Maxym Lachance, Eng., Tetra Teclview abstract
Poster Session, Coffee & Exhibits
2:30pm | Featured Poster (part of poster session):
Migrating from Single Monitor to Dual Monitor SCADA Workstations
Juliana Oyeniyi, CDM Smith wiew abstract
End-to-End Networking Solutions in the Water and Watewater |Human Factors For Project Managers
3:45pm |Sectors David Lee, CEng, FIChemE, User Centered Desi¢
Riz Amanullah, Eaton view abstract Services Inc. view abstract
. , , Putting the Operator First — Case Studies on
DNP3 Implementation — The Do’s and Don’ts 2 i
4:15pm |Mike Drescher, Jeff Miller, P.E., ENV SP, and Madinmiller, Eﬂzt:;glgrr:qgertMls and Addressing Alarm
Schneider Electric view abstract Ryan Kowalski, P.E., ARCADIS wiew abstract
Using Cellular Machine-to-Machine Data Plans for Ctlection Advanced Alarm Management Solutions
: i ?
4:45pm System SCADA: Is a Small Plan Big Enough Thomas Maczuzak, MBA and Brian Heimbigner,

Daniel Cote, P.E. and Tim Baldwin, P.E., McKim &&ed, Inc. —

. BSChE, MBA, ABB Inc. ~view abstract
view abstract -

5:15pm

General Reception and Cash Bar

Thursday, August 7, 2014

7:00am |Breakfast
8:00am Opening Remarks
8:10am | Preview of next year’s 2015 ISA Water/Wastiewand Automatic Controls Symposium

8:15am

Invited Speaker
TBA
TBA

9:00am

Guest Speaker
WEF Current News and Trends

Tom Delaura, P.E., Chair, WEF Automation and Infation Technology Committee
& Vice-President, Eramosa Engineering International

9:25am

Guest Speaker

AWWA Current News and Trends

Mike Sweeney, Ph.D., P.E., Florida Section of teefican Water Works Association (AWWA)
& Deputy Executive-Director, Toho Water Authority

9:45am

Coffee Break & Exhibits

10:30am

Forum Session

The Role of Automation within the Utility of the Future

Moderator: Tom DelLaura, P.E., Chair, WEF Automation and Infation Technology Committee & Vice-President,
Eramosa Engineering International

www.isa.org/wwid/ Page 16
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Panel Members:Tom Sigmund, P.E., Chair, NACWA Ultility and ResoaiManagement Committee & Executive

Director, NEW Water

Kalanithy Vairavamoorthy, Ph.D., Dean, UniversifySmuth Florida, Patel College of Global Sustaitigb{Invited)
Barry Liner, P.E., Director, Water Science & Engiriag Center at Water Environment Federation

David Henry, P.E., Program Manager Ill, Metropalit&/ater District of Southern California

Mike Sweeney, Ph.D., P.E., Florida Section of teefican Water Works Association (AWWA) & Deputy Exéive-

Director, Toho Water Authority

12:00pm

Lunch & Exhibits

Track 1

Track 2

What is your Cloud 1Q? Is the Cloud for you? — As

Optimizing In-line Booster Pumps with Unique

1:00pm |technology advances, where do you need to be? Design Features and Control Strategies
Daniel Sheldon, P.E., Xylem Inc.iew abstract Evan Curtis, P.E., Hazen and Sawyetiew abstract
Optimizing Water Reclamation Systems by
Cloud Based SCADA for Small Water Districts — Effitency |Automation using Continuous Water Quality
1:30pm |improvements with a new control architecture Analysis
Mauritz Botha, XiO, Inc. view abstract Vickie Olson, MBA, Honeywell Process Solutions —
view abstract
Virtualizing SCADA — Improving control system reliability Effluent Water Automation System and Operation
2:000m with proven IT technology Effectiveness
UOPM | 5as0n Hamlin, City of Lynchburg Regional Wastew®&ant and| Fakhri Musameh and Issa AL-Jadi, Kuwait Oil Co. —
Carter Farley, P.E., Instrulogic Corporatiomiew abstract Water Handling Team wiew abstract
2:30pm Poster Session, Coffee & Exhibits
SCADA Risk Management and Emergency
3-45pm CCST Certification — What, Why, Who, and How Preparedness
“#OPM | han Machado, Cobb County Water Systemiew abstract Mark Leinmiller, Jeff Miller, P.E., ENV SP, and Mik
Drescher -view abstract
Specifying Adjustable Speed Drives for Improved Cotrol SCADA Security and Control System Redundancy
4:15pm |and Integration and Robust Design
Tom Schaefer, Rockwell Automation Marios lacovou, Brown and Caldwellview abstract
The Benefits of Video Integration for Facility andAsset Vulnerabilities in SCADA Systems: What Are We
4:45pm |Management Protecting Against?
Gregory Santos, Industrial Video & Controliew abstract Jim McGlone, Ultra Electronics, 3eTIvew abstract
5:15pm .
-5:30pm Closing Remarks

One of the most experienced water and wastewater engineering firms in the world, CH2M HILL has been providing
SCADA services for more than 30 years with more than 100 successful SCADA designs in the last decade. Even with all
this hands-on experience, we still make it a point to listen and learn from you. Our team of SCADA engineers, process
engineers, plant operators, and construction professionals take time to understand your environment and work at your side to
apply their expertise to what makes sense in your facility—from process design and integration, to practical application and
staff capabilities.

ENR Ranks )
CH2MHILL kl

CH2M HILL Services:

* Automation Master Planning
“Wastewater
Treatment Plants
“Water Treatment and
Desal Plants

« Sewer Design

e Information and Control
Design

o Establis hing Standards

o PLC Programming

e HMI Programming

We cover all operational processes of a facility....
CH2M HILL has resources beyond conventional
integration and can evaluate all areas of the process
along with business needs to provide scalable and
inmovative solutions.

We offer turnkey, customized solutions...

CH2M HILL has in-depth engineering, design,
operations, and system commissioning experience to
ensure efficient and successful project delivery.

We build quality into every phase and system...

CH2M HILL has a high standard of quality seen in our
project documentation, work, and testing. We never walk
away without completely testing our systems to ensure every
aspect is completely functional.

o Historian Configuration
o DCS Design/ Programming

e Local and Wide Area Network
Design

e Telemetry Design

[ CH2M HILL Technology Contacts ] — =
mm ===

Joe Foley ==

’l Bernie Jacobsen Yehuda Morag
- Orlando, FL. Austin, TX
407-650-2142 512-249-3336

Corvallis, OR Ui={==
forocceniaar =
541 768-3450 -

o Automated Reporting

Now Hiring
For career opportunities
with CH2M HILL go to
www.careers.ch2m.com

o Operational Process
Optimization

@ cHz2MHILL
o

www.isa.org/wwid/
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a xytem brand

SAY HELLO TO

OSCAR,

YOUR PROCESS
ERFORMANCE

PTIMIZER.

Meet the first name in real time wastewater process optimization. Developed by Xylem's
taam of expens, DSCAR™ supports operators by monitaring data and automating re porting while
also fine tuning asration control and mamtaining optimal Sludge Retertion Time. And adaptable
is OSCAR's middle name —awtomatically adjusting to dynamic condtions 1o ensure process
astability and enargy efficiency. OSCAR is sager ta |oin Your team!

e N xylem

Liet's Salve Water
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Meet the Symposium Organizing Committee

Kevin Patel, PE, MBA
Signature Automation
General Symposium Chair
& Director-elect, WWID

Pavol Segedy, PE
Brown & Caldwell
Assistant Symposium Chair
& Membership Chair, WWID

Graham Nasby, P.Eng., PMP
Eramosa Engineering Inc.
Past Symposium Chair

& Director, WWID

Jon DiPietro

Bridge-Soft LLC & Domesticating IT
Social Media Chair

& Past-Director, WWID

Tom Delaura, PE
Eramosa Engineering International
WEF Liaison

David Wilcoxson, PE

MWH Global

Committee Member

& Secretary/Treasurer, WWID

Derrick Stableford, MIET, LCGI
Associated Engineering
Committee Member

Bryan Sinkler
Trihedral Engineering
Plant Tour Coordinator

Michael Fedenyszen
R.G Vanderweil Engineers LLP
Student Scholarship Chair, WWID

Dan Machado

Cobb County Water System — Water
Protection Division

Honors & Awards Chair

Rob Penfold
Sylvite Industrial Chemicals
Program Booklet Designer

Rodney Jones

ISA Staff

Senior Administrator,
ISA Technical Divisions

Congratulations on this successful summit
[WWAC Symposium]. You did an outstanding
job organizing this, sticking to the schedule an
keeping us informed. | learned a lot, met some
great people (including colleagues at CDM
Smith) and was very impressed by your
leadership. Not to mention Graham’s sense of
humor. Superb!

— Michael Waddell - Principal, Application
Development Practice Leader, CDM Smith

LINEATOR™

Advanced Universal Harmonic Filter

#1 Performing Passive
Harmonic Mitigation Filter

An easy to apply, passive filter
capable of reducing Adjustable
Speed Drive (ASD) harmonics
by up to 10 times with none of
the inherent problems  of
conventional filters. . (L

, =i Y

+ Guaranteed to meet IEEE 519 standards

Real-world expertise in a variety of
Wastewater / Water treatment applications:

Dewatering centrifuges
Aeration blowers

Raw Sewage Pumps
Grit Pumps

Lift Pumps %
www.mirusinternational.com MU S Y |

1-888 TO MIRUS (1'888-866'4787) International Inc.

www.isa.org/wwid/
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Meet the Symposium Program Committee

Xl

Joe Provenzano, MSc
Program Committee Chair

KRPO Engineering Services
Naugatuck, Connecticut, USA

Richard Birdsell, PE
Orange County Sanitation District
Orange County, California, USA

Peter Craan, PE, CAP
Hazen and Sawyer
New York, New York, USA

Mike Crawford
Haldimand County
Caledonia, Ontario, Canada

Jon DiPietro
Bridge-Soft LLC & Domesticating IT
Manchester, New Hampshire, USA

Bob Dusza
Manchester Water and Sewer Dept.
Manchester, Connecticut, USA

Joshua Gelman, PE
CDM Smith
Fairfax, Virginia, USA

David Hobart, P.Eng.
Hobart Automation Engineering
Stowe, Vermont, USA

Michael Fedenyszen
R.G Vanderweil Engineers LLP
Boston, Massachusetts, USA

Paul Lanzillotta
Consultant
Smithtown, New York, USA

Bob Loncar
The Regional Municipality of Halton
Oakville, Ontario, Canada

Dan Machado

Cobb County Water System — Water
Protection Division

Marietta, GA, USA

Paul McGuire, PE
North East Ohio Regional Sewer District
Cleveland, Ohio, USA

Graham Nasby, P.Eng., PMP
Eramosa Engineering Inc.
Guelph, Ontario, Canada

Matthew Phillips, P.Eng.
City of Guelph Water Services Department
Guelph, Ontario, Canada

Emile Richard, PE
Portland Water District
Portland, Maine, USA

Pavol Segedy, PE
Brown & Caldwell
Raleigh-Durham, North Carolina, USA

Steve Valdez
GE — Water/Wastewater Division
New York City, New York State, USA

Water/Wastewater
Industry Division

www.isa.org/wwid/
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Symposium Sponsors

The symposium organizing committee would like tartk the
following sponsors who have come on board for year's
WWAC symposium:

Platinum Sponsors

Schpeider

E.-T-N

Powering Business Worldwide

CONTACT

xylem

Let's Solve Water

Keynote Sponsor

The brand of the Green Bay
Metropolitan Sewerage Mm%

Gold Sponsors

= ERAMOSA

E N GT N EERT NG 1 NC

Honeywell (A‘ OSl:soft.

Symposium Technical Co-Sponsors

Water Environment
Federation
the water quality people”

American Water Works Association

AWWAONFLORIDA

Florida’s Water Professionals

Instrumentation
Testing Association
Promating Relfabili 4 Peirmance o s
Fustrasmentetion und Ausommatton, Tochpiogios

Silver Sponsors

VTSCcadaa ,{.Senscient

Software for Monitoring & Control

Media Partners

Infech

Read-out

FLCORKIL DA
WATER RESOURCES JOURNAL

Instrumentation
Signpost &

WaterWorld

AutomationJorld WaterWWorld

water environment and technology m
Global D
Water Intelligence DesalData

: The\Water
@ Transactions’ Ne tWOI’k

peswarid by Toyflyr
-

WATER DESALINATION REPORT

How to Become a Sponsor

For more information on how to become a sponsth@i1SA
Water/Wastewater and Automatic Controls Symposium,
please refer to our 4-page full-color sponsorsipipastunities
brochure www.isawwsymposium.com/exhibit-sponsor/

4exr'a'a www.exida.com

ALARM MANAGEMENT

excellence in Dependable Automation

LS

www.isa.org/wwid/
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Welcome to Our Symposium Exhibitors

Sconscer CONTACT
E-T-N xylem

Powering Business Worldwide Let’s Solve Water
V7
Honeywell &Ze OSi=ofi,
-
oy
aNcdadirda -_! 5
Primary Flow Signal

VTSCaa PT

Software for Monitoring & Control

N
N

b ®
e Senscient

IS) Tampa Ba
-~ P y

- Section

Ameican Waee Works Association Water Environment
AWWANFLORIDA Federation
Flori ssionals

rida’s Water Profe the water qua!lty people'“

How to Sign up as an Exhibitor

For more information on how to exhibit at the symipm
please refer to our 4-page full-color sponsorshig exhibitor
opportunities brochuravww.isawwsymposium.com/exhibit-
sponsor/ Reserve your spot today!

Exhibit Booth Information for WWAC2014

Exhibitor tables are still available for WWAC20Mhich will
be taking place August 5-7, 2014 in Orlando, Flarat the
same hotel.

Exhibitor tables at the 2014 ISA Water/Wastewatad a
Automatic Controls Symposium are priced at $87%hewmltich
include:

» one six foot table with skirting, 2 chairs, dupkdectrical
outlet

» two full conference passes, which include ID badyes
full conference access (an $850 value)

+ additional vendor passes can be purchased for 8260/

» breakfasts, coffee breaks, and lunches on Day Dayd?

« admission to the general reception with cash bahen
evening of Day 1

» exhibits room hours: Day 1 & 2 (8:00am-5:00pm), and
during Aug. 6th evening reception

» exhibit setup: on Tues August 5, 2014 from 6pm-9pm.
exhibit teardown is Thursday, August 7 from 5pm-8pm

How to Sign up as an Exhibitor

For more information on how to exhibit at the symsipm
please refer to our 4-page full-color sponsorsknigh exhibitor
opportunities brochurevww.isawwsymposium.com/exhibit-
sponsor/. Reserve your spot today!

advancing

Electrical & Power Systems Services
Arc Flash Hazard Analysis | Applications Programming
Instrumentation and Controls | Water Supply
Wastewater/Reclamation | Sustainable Development

Brown .o

Caldwell

100% Environmental | Employee owned | Offices Nationwide
BrownandCaldwell.com

www.isa.org/wwid/
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Optional Symposium Training Course
Troubleshooting Instrumentation and
Control Systems (2 days)

August 5-6, 2013 (2 day course)

Troubleshooting Instrumentation and Control Systems
(TC10)

Instructor: Don Lovell

Credits: 1.4 CEUs / 14 PDHs

Course Fee: $1630 List Price; $1305 ISA Members

Course Description

This course presents a systematic approach toléshdoting
and start-up of single and multi-loop control loopsu'll see
how pressure, level, flow, and temperature loopsrate to
maintain good process control systems.

You will be able to:

« Identify why a systematic approach to troubleshapis
most effective

« Verify, locate, and identify performance problenns dhe
causes of the problems

« Take or recommend appropriate follow-up procedtoes
minimize problem recurrence

« Identify the common causes of sensor, transmitter,
controller, and final control element problems

« Troubleshoot control systems

« Apply distributed control system (DCS) functionsr fo
troubleshooting

« Interpret pneumatic and electronic loops

» Apply safety practices for start-up

« Check and utilize control loop documentation

- State the general operation features of a HRRdontrol
system

« State the general operations features of a FIELDBUS
control system

« Compare general troubleshooting procedures for
conventional, FIELDBUS, and HARY control systems

Classroom/Laboratory Exercises:
» Diagnose and solve problems with single-loop cdntro
loops
« Diagnose and solve problems with ratio, cascadd, an
three-element control loop systems
 Diagnose problems using DCS displays for infornratio
« Troubleshoot several single control loop problems

About the Instructor

Don Lovell is currently an automation consulta
assisting customers in defining their automatig
road map to meet their business objectives. D
has been involved in the process automation fig
for 40 years with experience in batch a
continuous applications. Industries included beyeraement,
fine chemical, food, paper and industrial boile®&mployer
history includes Honeywell, ITT Education Servicks|logg,
Invensys and Rockwell Automation

Optional Symposium Training Course
Introduction to SCADA Cyber Security and
the ANSI/ISA99 Standards (1 day)

August 5, 2014 (1 day course)

Introduction to SCADA Cyber Security and the
ANSI/ISA99 Standards (IC32)

Instructor: John Cusimano, CFSE, CISSP
Credits: 0.7 CEUs / 7 PDHSs

Course Fee: $685 List Price; $535 ISA Members

Course Description:

Understanding how to secure factory automation,cese
control, and Supervisory Control and Data Acquositi
(SCADA) networks is critical if you want to protetihem
from viruses, hackers, spies, and saboteurs.

This seminar teaches you the basics of the ANSBIBA
Security for Industrial Automation and Control Syrsis
standards and how these can be applied in theatyfaictory
or plant. In this seminar, you will be introduced the
terminology, concepts, and models of ANSI/ISA99 €&yb
Security. As well, the elements of creating a CyBecurity
management system will be explained along with hbese
should be applied to industrial automation and mdnt
systems.

You will be able to:
» Discuss why improving industrial security is ne@eggo
protect people, property, and profits
» Define the terminology, concepts, and models for
electronic security in the industrial automationdan
control systems environment
« Define the elements of the of ISA99 Part 2: Estdidfig
an Industrial Automation and Control Systems Séguri
Program
« Define the core concepts of risk and vulnerabiibalysis
methodologies
» Define the concepts of defense
zone/conduit models of security
e Explain the basic principles behind the
development and key risk mitigation techniques
e Explain why improving industrial security will be
necessary to protect people, property, and profits
automation safety, security and reliabilit ‘@S
expert with more than twenty years c ==

experience, John leads a team to improviA

the security of control systems for companies woide. He

has conducted or supervised numerous cyber security
assessments of industrial control and SCADA systama
variety of industries. John has a B.S. degreEléttrical &
Computer Engineering from Clarkson University anolds
Certified Functional Safety Engineer (CFSE) and SRS
Certifications.

in depth and the

policy

About the Instructor:
John Cusimanq CFSE, CISSP is director of
exida's security services division. A proces

www.isa.org/wwid/
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About the Symposium Hotel

The 2014 ISA Water/Wastewater Symposium will bed hedt
Crowne Plaza Orlando-Universal Hotel in Orlandooriea,

USA. This boutique hotel offers luxury accommodasiaand
is only steps from International Drive’'s world-fao®
shopping, dining and entertainment. It is alsoatid close to
both Walt Disney World Resort and the Universal dBiis

theme parks. We have negotiated a special $92/higkt rate
for attendees. This rate is good from August 4 ta&@d is
available for symposium attendees, speakers, dmtsbiand
training course participants.

Crowne Plaza Orlando-Universal Hotel
7800 Universal Blvd., Orlando Florida 32819
www.cporlando.com
reservations@cporlando.com
Reservations: 1 888-233-9527 (toll free)
Local: 1 407-355-0550
Fax: 1 407-355-0504

Symposium Hotel Rate: $92 per night

The hotel is approximately 13 miles fronDrlando
International Airport(airport code: MCO).

There are several ways to get to the hotel. If g@udriving to
the symposium, the hotel is not far from Interstdtethe
Florida 528 Highway, and the Florida Turnpike. FRbose
traveling by air, the airport has a large numberesital car

agencies

Shuttle bus and taxi service from the airport igikble via
Mears Transportation by visiting online at
www.mearstransportation.coor by calling 1-800-223-3868.
A one-way taxi trip from the airport to the hotgpically costs
around $35 USD.

L
="

Symposium Registration Information

Registration for the symposium is now open! Attesglean
register online or using the provided PDF regigtraform.

WWW.isawwsymposium.com/register

Symposium Registration (Aug 5-7, 2014) includes:

» 2 full days of papers and presentations

* poster session

* networking events

» tour of a local water/wastewater facility early-
afternoon of Tues, Aug 5

e admission to supplier showcase

» light breakfasts on Aug 6 and Aug 7

«  full buffet lunches on Aug 6 and Aug 7

e evening reception on Aug 6 with cash bar and 2 free
drink tickets

* name badge

» list of attendees with contact information

» printed onsite program booklet

» printed copy of symposium proceedings

* There are also two optional training courses
(additional course fees applies)

Full Symposium registration

[ B o o7 USRI $425
ISA MEMDEIS: ..ovvvvviirieiiieeieeeeee e e $325
AWWA | FSAWWA members .......ccccvvvevveeen... $375
WEF / FWEA MeMDbErS: ...ooovvveveeeeeeiiiiiieeeene. $375
Y 0o =Y o1 £ $125
AUthOrs/SPEaKErS: ......cccciiiciiiieee e ceemmme e $125

Optional Training Courses (Aug 4-5):
2-day Troubleshooting Control Systems .........$1305
1-day Intro to Cyber Security (Aug 5)........

wreeme $535

www.isa.org/wwid/
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Visit the 2014 WWAC Symposium website You and the other members of the symposium
team did a masterful job. | am looking forward to
next year when | hope to bring other members|of

Visit our newly updated 2014 WWAC symposium website

WWV. | SaWwsynposi um com the staff, here at the North Broward Regional
T T ——————T — Wastewater Plant. | came away from that three
f"miﬁ;ﬁ oo day event “loaded for bear” in terms of how |
. e want to influence my organization with our many

- upcoming projects. | sincerely thank you for thg
opportunity afforded me during that awesome
event.

1%

2014 1SA Water/Wastewater
and Automatic Controls Symposium
SA 11 s sl O i A

|
-

About  Gall forAbstracts  Program  CEUs/PDHs  Hotel

— Tom McGovern, Water & Wastewater Servicges,
Broward County (Florida, USA)

Affordable Professional Development

2.5 days of professional development for only $425!

reps e s The 2011 ISA WWAC symposium was my first
and | found it very enjoyable and useful. It
covered topics directly related to current
water/wastewater issues such as commissioning
i e i i H and SCADA. The get-togethers at lunch and
l ﬂ Iy ; ’ afterwards allowed me to meet people in my
Ererranaion ,,;,gmmm,kg T T industry and discuss common issues with my
: o industry peers. One of the great benefits isithat
: provides a venue to share experiences and adyvice
On the website you will find: that is relevant to our water/wastewater sector| |
«  Overview of the symposium am looking forward to attending the WWAC
+ Call for Abstracts symposium again.
* Author Information Kit/Guidelines
+ Attendee Information — Wally Ingham, Stantec

e Online Registration for the Symposium and Hotel

*  Online Registration for the full-day training coears

* Local Plant Tour Information

»  Exhibitor Information * »
»  Sponsorship Opportunities J‘ SenSClenf
»  Exhibitor Prospectus & Sponsorship Program Details e

e Program Committee Member Bios
* Press Kit / Media Information

* Hotel Information

¢ Key Symposium Contacts & Contact Information

» The new benchmark in gas safety

T » Toxic or flammable gas specific
€0, Hs5, HCL, HF NHs, CHa CaHs

* Mo alarms from interference gases

ULTRASONIC
FLOW METERS

RENTAL & SALES

' INEXT DAY DELIVERY
 EASY TO USE

' FREE TRAINING ;
 FREE SUPPORT Go to our website [ contact us

= Mo manual routine gas testing
» No consumable sensing elements

« Best in class rain & fog performance

Want to discuss your application or arrange a visit?

Instrume
I)lrecl:j

PM: 1{888)722-5543
WWW.INSTRUMENTSDIRECT.COM)

www.isa.org/wwid/ Page 25
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Right-size your control

with Experion® LX.

Honeywel's Expenon L = a purposa-built
distributed control systam that is essy to uss
and maintain, educing your total cost to own. Bxpenion LK incomporates proven Honewwell
contnol technology to manags continuous procesa control and optimize batch and
mequence-onented applications. Straightforsvard configuration and advanced enginesnng
tools enabls faster implementation to save you costs and tims. s flesdbility allows you
to by onby what you nesd at first, then efficiently expand to mest growing and changing
business demands, It's truly the right sze for yvour control nesds.

Honeywell

Tokearn mane about Bxperion L Vst www.honeyw eliprocass. com.
02014 Hersyasl Inssrratonal, re. A rghis ressresd
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ISA Water/Wastewater Division Holds

Cellular Telemetry Webinar
By Juliana Oyeniyi, Webinar Coordinator

On March 24, 2014 the ISA’s water and wastewateisidin
(ISA WWID) in collaboration with the New England \féa
Environment Association (NEWEA) hosted a webindedi
“Cellular Telemetry — Yet another Communication iOptin
Our Toolbox.”

The webinar speaker, Paul Birkel, is a Senior \Heesident at
Wright-Pierce in Portland, Maine. Paul's preseotati
discussed the VHF radio to cellular upgrade of2Baemote
site telemetry system at Falmouth, Maine. He gawe a
overview of the issues Falmouth had with the oagsystem,
covered some of the alternatives that were corsitiéar the
new design, and also discussed some of the econantc
technical aspects of the projeeigiv presentation slidgs

The webinar got started shortly after 2pm (Easiénme) once
we got everyone online. We had over 75 attendees the
live event some of who attended the event in grolipanks
to everyone who helped put this together, and évy®ne who
was able to attend.

View thewebinar recording (webex).

Special thanks to John Trofatter and the New EmpMfater
Environment Association (NEWEA) for working with eh
ISA-WWID to make this webinar possible.

ISA WWID is always eager to share knowledge abaut o
industry. If you are interested in presenting dgrame of our
webinars, please email Juliana Oyeniyi at
oyeniyijo@cdmsmith.com

ISA
NEWE Water/Wastewater
Division

WORKING FOR WATER QUALITY

About Juliana lyeniyi
2014 Assistant Membership Chair; 2014 WWID
Webinar Host --- Juliana Oyeniyi, EIT is an
Automation Specialist at CDM Smith. CDM
Smith is a full-service engineering and
construction firm that provides lasting and
integrated solutions in water, environment,

transportation, energy and facilities to public apdvate

clients worldwide.

Title: “Cellular Telemetry — Yet Another communication
Option in Our Toolbox”

Speaker: Paul Birkel

Date: March 24, 2014

Time: 2:00pm Eastern (UTC -4:00)

Duration: 45 minutes

Webinar Description: This presentation will outline a case
study of the Falmouth (Maine, USA) upgrade to th2®
remote wastewater pump station telemetry systenigir@lly
the wastewater treatment facility utilized an ol¥&tF radio-
based telemetry system installed in 1984.

Having served the community wel
for almost 30 years, the system wa
near the end of its useful life.
Several issues drove the need f
upgrading the system including:
FCC changes requiring narrow ba
communications and existing radiofCse
not having the digital designatorgss
required by the FCC to demonstral

compliance; the original OEM is no™

longer in business creating issues with spare padgability
and service; and the failure of a critical parte tmain
communications circuit board (an Aquatrol part aodonger
in manufacture or available), would severely liragcess to
data and impact emergency response. Options @asid
included VHF, UHF and spread spectrum radios atidlae
communications.

A radio path survey was
conducted to establish
predicted signal strength
and reliability of a
traditional radio system and
define the location for
necessary repeaters to
obtain information from the most difficult to reastations. In
considering the feasibility and reliability of allcéar-based
system, extensive bench and field testing was adeduto
quantify signal strength and assess the amountat th be
transmitted and how to best configure polling toitithe cost
of data transmitted while providing a reasonabldlimp
frequency. We will present our assessment of tume@mics
and life cycle cost between the two viable systé@allular
and VHF) and explain the rationale used in the dieoi
making process and how the system is working.

About the Webinar Presenter: Paul Birkel
has a B.S. in Civil Engineering from thg
University of Maine and a M.B.A. from
Southern New Hampshire University. He is
senior vice president at Wright-Pierce, a 2(
person, water, wastewater and infrastruct
consultant in the Northeast. Mr. Birkel runs thastewater
practice group and has a significant interest enajplication
of instrumentation and controls for wastewater lfides.

www.isa.org/wwid/
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Eaton is the mumber one suppher ;::F mdustrial solutions
for water/wastewater.
W prowidea-comprehansive waterfwastewater solution with a SCADA

gystern, Natwork Management Systern, ELPRD waraless radios and wirad
Etharnet swatchas.

Wirelezs A0l and rapzater functionality provides-= flexbls, low power,
integrated solution. Real-tirme monitoring cver extended distancas records
keydata points and can instanthy indicate faults.

Cur water management solution delivers cost savings, prowides relability
and ensures safaty to kesp vou in contnol of vour asssts,

ELPRC 15 nocw Eaton. Same great products plus sven more.

Learn miore at wassw.eaton.combfwinelsas
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WWID NEWS

2014 WWID Student Scholarship
Winners Announced

The ISA Water & Wastewater Industries Division (WWYlis
pleased to announce the winners of the 2014 WW DIt
Scholarships. Open to college and university sttedemd
awarded in March, the WWID student scholarshipsgiven
out to promote higher learning and to encouragdestis to
pursue technical careers in the municipal waterevester
sector.

This year’s recipients afg@en LuedersandChris Waechter.

Each will receive a $1000 USD scholarship prizéétp with
their school costs. Please join us in congratuatins year's
winners

2014 ISA Water/Wastewater Industries
Division Student Scholarship winner

Ben Lueders
McGill University
Montreal, Quebec, Canada

“I would like to thank the ISA Water & Wastewater
Division for this generous scholarship. The fundsgo
towards financing my education as a civil enginegh

which | hope to use to give back to the water and

wastewater field.”

Biography: Ben Lueders is a second-year civil engineering
student currently studying at McGill University Montreal,
Quebec, Canada. He is 20 years old and is origirfedim
Needham, Massachusetts, USA. He graduated fromhdeed
High School in 2012 and studied for one year atadibva
University (Villanova, Pennsylvania) before transfey to
McGill University where he is on track to graduate2016.
Although the field of civil engineering is broack s inclined
towards the water resources and environmental cgijans.

2014 ISA Water/Wastewater Industries
Division Student Scholarship winner

Chris Waechter
Colorado School of Mines
Dolores, Colorado, USA

“I would like to thank the ISA Water and Wastewater
division for their generosity in helping to fund my
education. This scholarship will help me fund regreée

as | pursue my dream to create wastewater fuelgdeal
production plants. Thank you for your faith and
support.”

Biography: Chris Waechter is an environmental engineering
student at the Colorado School of Mines. He isriadrto
Stephanie Waechter, with an 18 month old little ,boy
Wolfgang. He has previously worked for Water Solus,
LLC, based out of Dolores, CO as a water and wadtw
treatment plant operator. Currently pursuing hecond
degree, his first degree was in computer programnfiom
Fort Lewis College in Durango, CO. He believest thigae
production has the potential to be a huge enerdysiny, and
that wastewater treatment can be the key to makigge
production economically feasible.

How to Apply for the next year’s 2015 Scholarship

The 2015 Scholarship Application form will be aedile in
September 2015.

2015 ISA WWID Student Scholarship: Applications dre
January 31, 2015.

IS) Water/Wastewater

- Industry Division

Sl

- The average citizen
uses 100 gallons of
water every day.

Good thing

100 million of
them are served
by treatment plants
that rely on Emerson
automation solutions.

One hundred million - that’s no

drop in the bucket. Emerson’s \
Ovation® control and SCADA )
technology is helping municipalities
of all sizes meet the growing demand
for clean, safe, reliable water.

www.EmersonProcess-Water.com|Ovation\Water

EMERSON.

Process Management

OVATION’

The Emerson loga is a trademark and service mark of Emerson Electric Co. ©2011 Emerson Electric Co.
Ovation and the Ovation logo are registered trademarks of Emerson Process Management.

EMERSON. CONSIDER IT SOLVED:

www.isa.org/wwid/
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TECHNICAL ARTICLE
Protecting Water/Wastewater Systems with

Deep Packet Inspection
By Eric Byres, Belden Inc.

Over the past decade, the water/wastewater indusasy
embraced network technologies, like Ethernet and
transmission control protocol (TCP/IP) for SCADA dan
automation systems. While organizations reap theefits of
these new technologies, many are also discoverimg t
inherent dangers that result from making their eayst more
accessible to a wider range of users.

Linking systems together
departments, as well as to partners, support expand
consultants, significantly increases the exposufethese
systems to external forces, such as worms, viruemed
hackers.

To make matters worse, the network protocols usedidter
systems were never designed with security in mihdhey
offer any capability to restrict what users can aeer the
network, it is primitive and easy to subvert.

If an individual is allowed to read data from a grammable
logic controller (PLC) or remote terminal unit (RT,Uhen
typically that individual can also remotely shutwio or
reprogram the device. Even if a remote change mérablogic
or set points is accidental, it creates major gafieks. If it is
malicious, then the risks are even more severe.

These issues are likely to remain with us for astehe next
decade. Control systems used in water managemeilitiéa
are rarely replaced; their useful lives may be 2@,0r more
years. Similarly, the security limitations of th€&DA and
ICS protocols cannot be addressed through patesetheir
functionality is defined in established standalus take years
to change.

It will be years before newer, more secure ICS S@RADA
devices are in widespread use. This leaves thossardgacy
control systems managing water systems open tadems
and attacks.

The good news is that there is a solution to thisblem. It is
easy to use. It does not require the complete cepiant of
billions of dollars of existing equipment. In addit, it is very
effective.

The solution is a technology called Deep Packepdogon
(DPI) and it offers fine-grained control of SCADAetwork
traffic. This article explains what DPI is and hdws being
used to secure critical infrastructures throughbetworld.

Firewall Basics
To understand how DPI works, it is important to ersiand

how the traditional IT firewall works. A firewallsia device
that monitors and controls traffic flowing in or theen

to provide access to other

networks. It starts by intercepting the traffic giag through it
and comparing each message to a predefined satled, r
called access control lists (ACLs). Any messages do not
match the ACLs are prevented from passing through t
firewall.

The traditional firewall allows ACLs to check threeimary
fields in a message

1. Source IP Address: The address of the computer
sending the message.

2. Destination IP Address: The address of the computer
receiving the message.

3. Destination Port: The application layer protocol
contained by the IP message, as indicated in the
destination port number field.

The source and destination address checks are tasy
understand. These restrict traffic flows to specdfomputers,
based on their IP addresses. As long as the addressiain
the same, the firewall can control which computeen
interact.

The destination port number needs a bit more eafitam

These ports are not physical ports, like an EtheoneUSB

port, but instead are special numbers embeddedeiry & CP

or user datagram protocol message. They are usiel@ntify

the application protocol being carried in the mgssaFor
example, the Ethernet/IP protocol uses ports 448182222,
while Modbus uses port 502 and the web protocolTPT
uses port 80. These numbers are registered uneléntérnet

Assigned Numbers Authoritf{IANA) and are rarely ever
changed.

To put this all together, imagine you only wantaltow web
traffic (i.e., HTTP traffic) from a client at IP ddess
192.168.1.10 to a web server with an address oft6821.20.
Then you would write an ACL rule similar to:

“Allow Src=192.168.1.10 Dst=192.168.1.20 Port=80"

You would load this ACL in the firewall and as loag all
three criteria were met, the message would be aliow
through.

If you wanted to block all Modbus traffic from pass
through the firewall, you would simply define a euthat
blocks all packets containing 502 in the destimafiort field.

Seems simple, doesn't it?

! Technically speaking, there are other fields that tiypical
IT firewall can check, but these three fields actofor 99
percent of all firewall rules.

www.isa.org/wwid/
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The Problem: SCADA/ICS Protocols Have No Granularity

The problem with this simple scheme is that it is very black
and white. Using a traditional IT firewall, one can either allow
a certain protocol or block it. Fine-grained control of the
protocol is impossible.

This is an issue because the SCADA/ICS protocols have no
granularity. From the perspective of the port number, a data
read message lookxactly like a firmware update message. If
you allow data read messages from a human machine interface
to aPLC to pass through a traditional firewall, you are also
allowing configuration and programming messages to pass
through. This is a serious security issue.

For example, in the spring of 2009, a U.S. Government agency
produced a report for major energy companies that stated:

“A vulnerability has been identified and verified within
the firmware upgrade process used in control systems
deployed in Critical Infrastructure and Key Resources
(CIKR)... development of a mitigation plan is required to
protect the installed customer base and the CIKR of the
nation. Firmware Vulnerability Mitigation Steps
[includes] blocking network firmware upgrades with
appropriate firewall rules.”

Unfortunately, the IT firewalls available on the market could
not differentiate between the different SCADA commands. As
a result, blocking network firmware upgrades with

appropriate firewall rules” results in the blocking ofll
SCADA traffic. Since the reliable flow of SCADA traffic is
critical to the average control system, most engineers opted to
let everything pass and take their chances with security.

A Solution: Deep Packet Inspection

Clearly, the firewall needs to dig deeper into the protocols to
understand exactly what the protocol is being used for. That is
exactly what DPI does. After the traditional firewall rules are
applied, the DPI firewall inspects the content contained in the
TCP/IP messages and applies more detailed rules. It is
designed to understand the specific SCADA protocols and
then apply filters on the fields and values that matter to control
systems. Depending on the protocol, these fields might include
commands (e.g., Register Read vs. Register Write), services
(e.g., Get/Set Data Valves) and PLC address ranges.

For example, a Modbus DPI firewall might be configured to
inspect what commands are contained in network messages
and then drop those messages capable of writing values in the
PLC.

Good DPI firewalls can also ‘sanity check’ traffic for
strangely formatted messages or unusual behaviours (such as
10,000 reply messages in response to a single request
message). This sort of abnormal message can indicate traffic
created by a hacker trying to crash an RTU or PLC and needs
to be blocked.

BELDEN

SENDING ALL THE RIGHT SIGNALS®

oeae L

Planning a new or expanded industrial
Ethernet network? Interested in:

e Expert network design
¢ High performing products
¢ Flexibility for the future
* Exceptional warranties

Find out about the Belden Certified Industrial Network program:

www.belden.com/certified-industrial-network

Ethernet Switches with Redundancy
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Why New Malware Demands DPI Technology

Five years ago, DPI was considered a nice-to-hapatlity.
Now, thanks to the current generation of wormsg ituxnet
and Conficker, if you want a secure ICS or SCADAteyn
then DPI is a must-have technology.

Today’s malware designers know that firewalls amttuision
detection systems will spot the use of an unusuwatopol
instantly. They know that if the protocols on awetk are
normally HTTP (i.e., web browsing), Modbasd MS-SQL
(i.e., database queries) then the sudden appeacdrecanew
protocol will put the smart system administratortos or her
guard.

What a traditional IT firewall can understand and filter on

MAC Filter Dest Port Indecipherable to

/ Possible / Filter / Firewall
Ethernet P TCP FCS

\__ IP Src & Dest
Address Filter

What a SCADA DPI firewall can understand and filter on
MAC Filter Dest Port Commands, Services,

/ Possible / Filter /" Objects, Address Filters
Ethemet P TcP SCADA Protocol

“_ IPSrc& Dest
Address Filter

Figure 1: Comparing filtering options in a traditional firewall and a DPI
Firewall. A traditional firewall cannot understand the SCADA protocol and
thus can only allow or deny all SCADA messages as a group.

Thus, worm designers work to stay under the ragahnithing

their network traffic inside protocols that areegldy common
on the network they are attacking. For example, ynaorms

now hide their outbound communications in what appe be
normal HTTP messages.

The infamous Stuxnet worm is a particularly goodragle of

this covert use of otherwise innocent protocolsndide heavy
use of a protocol called Remote Procedure Call (RBboth

infecting new victims and for peer-to-peer commatimns

between infected machines.

RPC is an ideal protocol for SCADA and ICS attabksause
it is used for so many legitimate purposes in modamtrol
systems. For example, the dominant industrial iatégn

technology, OPC Classic, is based on the distribute

component object model and this in turn requiregt RPC
traffic be allowed.

Furthermore, control system servers and workstatiane
routinely configured to share files or printers nggithe
Microsoft SMB protocol, which also runs on top dP®. For
example, most Siemens control systems make exeensk of
a proprietary messaging technology that travels ®RC. If
you were an administrator watching network traffo a
Stuxnet infected network, all you would see waitk Imore
RPC traffic than usual, hardly a cause for alarm.

Even if you suspected something was wrong, you evdnd
thwarted if all you had was a normal firewall. Thenple
blocking of all RPC traffic would likely result im self-

induced denial of service for your entire systemithdlt
tools, like DPI technology, to inspect the conta&fitRPC
messages and block suspicious traffic, you wouldrsble to
stop the malware.

Internet

erver Services

HMI
Station

Shared Printers
LAl =
—

Engineering ( Infected
Station 1\ Laptop

Programming
Station

PLC PLC PLC Maint Stn
Figure 2: Stuxnet spread many ways, including using the RPC protocol asa
vector. DPI could have detected this non-standard use of the protocol and
restricted some of the ways the worm spread.

DPI Provides Robust SCADA Security for the Water/
Wastewater Industry

DPI technology is a very powerful tool in any segur
toolbox. It allows the engineer to block the malics or
inappropriate SCADA/ICS traffic to the water managat
controllers, yet avoid needless impact on the systs a
whole. Without it, the designers of modern wormsacly
have the upper hand. In order to stay ahead ofyteda
advanced threats, DPI capability has become a hast-in
all industrial firewalls, especially those implenesh in

mission critical systems by water/wastewater system

operators.
Conclusion

The complexity and interconnection of water-indystontrol
systems has increased dramatically in the digigal. &Vhile
these advances carry many benefits, they havehaelgbtened
security risks surrounding life’'s most essentiagéne¢ént —
water.

ABOUT THE AUTHOR

Eric Byres is one of the world’s leading experts in th
field of SCADA security. With a background as §
process controls engineer, he brings a unio;
combination of deep technical knowledge pl
practical field experience to his role as CTO arfel
Engineering for Tofino Security at Belden Inc. He
also the recipient of the 2013 International Sgciet Automation
(ISA) Excellence in Leadership Award for his cobtiions to the
industry, including advancements in automation.
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Are you Qualified?
By Dr. Peggie Koon, 2014 ISA President

This week hundreds of educators and
professionals from government and public
and private industry sectors converged on
Washington, DC to attend thgS News
STEM Solutions National Conference. The
sessions covered an array of topics related
to STEM (science, technology, engineering
and math); | had the honor of participating
on a panel entitled “Customized Credentials Comags#.”

After a brief introduction by Dr. Barbara Endel,oBram
Director for Jobs of the Future, | listened attesly as Dr.
Cathy Sandeen, VP of Education, Attainment, anavation
at ACE (the American Council on Education) preseritee
numbers, confirming that 30 million people in th& biave
sub-BA (Bachelor of Arts) credentials80 million! That's a
large number of folks.

Cathy made the case for the need to bridge theimdpe
credentialing process so students know how crealsrgiack
up against a traditional four-year degree prograauicators at
local universities and technical colleges undecstanw to
merge sub-BA credentials with traditional collegiatourse
work; and employers can gauge competency/profigisii
level using all of the credentials a student migbksess.
(Note: Later during my trip to DC, Dr. Cora Martefieputy
Director of the National Science Foundation desatitthis
issue in a discussion of linear versus non-lineathp for
STEM degrees.) Credentialing and competency in STEM
education and STEM careers were a huge part dbtinez" at
the National Academy of Engineering’s Annual Coratian
of Professional Engineering Societies (at which I8&s
invited to participate).

The presentation on credential gaps flowed niaatly & hearty
discussion of badges. Dr. Kyle Bowen, Director dfuEation
Technology at Penn State University, explained Hadges
allow students to maintain digital portfolios thatlude work
experience, education, certificates, certificatjcets. Badges,
in effect, allow a student to own and maintain anptete
digital profile of both institutional and experi@itlearning so
employers know immediately if she or he (as aniappt) has
the specific competency required for a job. Kylesoal
discussed the need to define standards so empldyars
levels of confidence that the applicant has specifi
competency in the areas for which a badge is redeiv

When it was my turn to speak, | began with the toes
“How many of you have heard of ISA?” The audiencasw
silent. An estimated 50 people sat in the room iECu$s
credentials and not one of them had heard of ISA.
Furthermore, even after | explained ISA's role moviding
workforce development/training, professional depetent,
and certificates, as well as certification prograrfer
automation professionals, there were many blanksfag the
room. The audience appeared to connect with me masre

related that ISA, in conjunction with the US Depaent of
Labor and industry experts, has developedAamomation
Competency Model. The model defines requirements for all
levels of the automation profession, helping empisybetter
understand what skills they should look for in gplacant.

Management Competencies

Occupation-Specific Requirements

Industry-Sector Technical Competencies

Figure 1 — The Automation Body of Knowledge

And students can refer to the model to determinéchvh
courses/certificates/certification programs are uimegl for

different automation fields/positions. And, finglgolleges
and technical institutes can also use the modebudd

competency-based curricula.

Someone in the audience asked if there were ang &ctools
with competency model-based curricula? ISA's colfabive
effort with Project Lead the Way in the schoolRialeigh and
Pennsylvania immediately came to mind. | also meed
that programs likdFIRST® (For Inspiration and Recognition
of Science and Technology) and Goldie Blox, supubithy
entrepreneurs, augment the traditional school systarricula
while getting students excited and raising awarerafsthe
importance of STEM education and project/competdrased
learning.

Finally, | listed five “game changers” that are imating
STEM solutions and the automation profession. Ghene
changers listed were:

Big Data — More than ever before, companies today are
relying on big data analytics to make strategicigiens,
creating a demand for STEM careers related toffoet.e

Coolest Delivery -- The next generation of STEM and
automation professionals is techno savvy and tdobgo
enabled — a group that will expect STEM projectsn{ent,
data, and tools) to be available via the coolest
delivery/technology available. Without the "cookfar,"” the
disparity that exists between the demand for STEveers
and the supply of STEM professionals will continte
expand.
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Cybersecurity — The cyber threat is real and there is a
concomitant requirement for STEM professionals in
cybersecurity -- people who understand how to mfdgand
respond to the threat both in traditional IT andnir the
emerging operational technology (OT) perspectives are
affecting our nation's critical infrastructure.

Aging Workforce — The current STEM workforce is aging.
Many of the nation’s critical STEM jobs are filldny folks

who are nearing retirement. There is a skills gapwben
retirees and those who are entering the STEM career
workforce, creating a significant need for workferc
development in this area.

MOOC and other new credentialing programs — In addition,

| talked about the impact of massively open onlowirses
(MOOC) and other emerging credentials and badgbssd
innovations will change the way students chooskedon and
will trigger changes in college curricula and regqumients for
STEM and automation degrees. And these new inngvati
credentialing systems will challenge the way emeteydefine
“qualifications” for STEM jobs.

This last game-changing theme about credentialiagarme
feel that ISA should become more engaged in this
conversation — to better understand and to be able
adequately respond to the changes that are ocgunrithis
space.

The conversation that followed the panel discussmmfirmed
my feelings. You see, | heard over and over agaksftalking
about how difficult it is to properly convey a penss work
experience, his/her collegiate degree/courseworkys p
certificates, licenses, certifications, and/or abgdges to
determine appropriate paths for continuing STEMcation
and acquiring STEM careers.

What if every STEM career and STEM field had a

competency model? Would that help solve the problem? Or

would it create a new set of problems? At the American
Association of Engineering Societies (AAES) Boardéiing,
Jerry Carter, CEO of the National Council for Exaers of
Engineering and Surveying (NCEES) shared that hehyC
Leslie, CEO of Engineers Without Borders (EWB), aitte

Marlowe, Managing Director of the Automation Fedina,

recently visited with a team at the Employment dindining

Agency (ETA) of the Department of Labor to discagsroject
to develop an engineering competency model.

It's anticipated that this will be a year-long paoj, but Jerry
told the AAES Board that he thinks “this competemsgdel

will be a tool that will be useful to all of our ganizations.”
Jerry credited ISA with having made him aware @f thodel.

Once the engineering competency model is develogleaf

the engineering societies will be able to follovAlSlead and
use it as a template for more targeted competemdels -- so
engineers will know if they are qualified-for theispective
areas of engineering.

This effort is not just relegated to engineeringistes, but is
extended to community colleges and universitiewals ISA
and the Automation Federation are working with
Cleveland Community College (CCC) and the goverrtnien
develop Mission Critical Operations training pragsa that
encompass STEM education for those who supportioniss
critical operations of a company, including
industrial/operational and information technologyThis
government funded program will be piloted at CC@Ge t
University of North Carolina at Charlotte, and atleelleges
to develop a template/competency model for thise tyyd
STEM education at technical, community, and fouarye
colleges across America.

What should be the response from academia? Shdeld t
Accreditation Board for Engineering and Technold4BET)
look at developing competency based-degrees tltangpass
both applied/experiential learning and specificreeuvork?

How early in the learning/development process ghoul
project/competency-based learning occur?

If badges are adopted, how would badges be verdied
standardized?

What else might industry, government, entreprenearsi
professional organizations partner to address thery
important issue?

Advocacy, Innovation, Partnership, Competency Models

The STEM problem in the US is a complex, multi-teck
issue, one that can only be solved by a very coedesnd
congruent effort from the four pillars of our natio-
education, government, industry, and the private sector
(entrepreneurs). And there are so many questions related to
STEM. Those listed above are just a few.

“There is far more opportunity than ability.” - Tinoas Edison

After listening to the various speakers at the cmation and
those at the United Engineering Foundation’s (UEF)
Engineering Public Policy Symposium, | am very Hape
about the future of STEM education and STEM careers
Significant advances have been made in Shale gag new
micro seismic and geo thermal technologies. Arestkpecific
courses or certification programs to be develomederhaps

a new set of STEM careers that will evolve fromawations

in shale gas and unconventional energy resources?

The discussions about the manufacturing renaissattee
“Maker initiative,” and cool new innovations in
manufacturing, such as 3D printing, provide newnars for
entrepreneurs to engage and to promote innovatého will
develop standards for the products made by theseST&EM
entrepreneurs? And if grants are given for thessv n
“manufacturing” hubs, how will applicants “qualify”

What will competency look like tomorrow, next yedive
years from now?

www.isa.org/wwid/
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Optimizing the Water Lifecycle with Real-Time Data

Cities may be diverse, but they all have one thing in common: they’re looking to be more efficient and sustainable.
For water utilities, this involves better management of their water and wastewater operations.

MAKING SMARTER DECISIONS

Real-time operations data management
systems (ODMS) can help by providing
an accurate picture of activities involved
in water management that generate an
environmental footprint. By acquiring
and using more accurate data, munici-
pal leaders can make smarter decisions
and avoid making utility management a
guessing game.

Appropriate use of software can help
reduce the amount of water being con-
sumed, optimize the water lifecycle and

improve overall sustainability. Already,
many municipalities are using ODMS to
better manage their water and wastewa-
ter operations.

SYSTEM INTEGRATION

An operations data management system
is like a highway that gets you from Point
A to Point B; the vehicle you drive (the
applications or reports built on the infra-
structure) is up to you. This system inte-
grates and manages in real time the vast
amounts of data generated from water
and wastewater processes, and can help
detect issues such as water leakage, wa-
ter quality, overflows, energy costs, and
upsets in the process.

An ODMS that is vendor-agnostic— which
means it has interfaces that can talk to
different software and hardware systems
from different vendors — can integrate all
of this data, so a utilities manager doesn’t
have to log into a multitude of systems to
get piecemeal data. An ODMS provides
one version of the truth and the data can
be stored indefinitely. Real-time, accurate
data is critical to operational visibility and
informed decision making. Getting visi-
bility across business processes — across
the entire water and wastewater lifecycle
— can save money, help the environment,
and even prevent damage from flooding.

© 2014 OSlsoft LLC | osisoft.com

777 Davis Street, San Leandro, CA 94577

sales@osisoft.com

MANAGING WATER LOSS AND LEAKS
IN HALIFAX

Halifax Water, for example, is using an
ODMS to manage its water and waste-
water business. Previously, one of its big-
gest problems was water loss and leak-
age. The municipality, which serves a
population of about 325,000, has saved
$600,000 a year by reducing water loss
and leakage.

DETERMINING THE BUSINESS CASE
FOR ODMS

An ODMS costs money, but municipal-
ities should consider the total cost of
ownership and the return on investment.

If simply relying on custom-built or one-
off software solutions that don’t talk to
each other or are cumbersome to re-
trieve information, it becomes difficult, if
not impossible, to see what’s happening
across operations and to make informed
decisions. An ODMS should provide
easy, instantaneous access to data with-
out any need for programming. By tying
together all of its operations systems
from different vendors across facilities
and even lines of business, a municipality
can use one toolset to address multiple
issues.

Fortof

BENEFITS

Halifax Water user of Pl System has re-
alized significant savings and efficiency
gains through its use of the Pl System
and improved the quality and scope of
its services to customers. Its efforts have
garnered several regional and nation-
al awards for sustainability excellence.
“The PI System has changed the way we
do business here,” MacDonald says.

ABOUT OSISOFT, LLC

OSlsoft delivers the Pl System, the indus-
try standard in enterprise infrastructure
for management of real-time data and
events. With over 10,000 customer instal-
lations in more than 110 countries span-
ning the globe, the OSlsoft Pl System is
used in mawnufacturing, energy, utilities,
life sciences, data centers, facilities, and
the process industries. This global in-
stalled base relies upon the OSlsoft PI
System to safeguard data and deliver
enterprise-wide visibility into operation-
al, manufacturing, and business data.
The PI System enables users to manage
assets, mitigate risks, comply with regu-
lations, improve processes, drive inno-
vation, make business decisions in real
time, and identify competitive business
and market opportunities.
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WWID is on LinkedIn

LinkedIn is a social media site that is geared tolsa
professionals and business people. Located at
www.LinkedIn.com, the site features online profiles,
discussion groups and tools for identifying andpkeg track

of contacts. As of January 2013, Linkedin has o266
million members in more than 200 countries andtteres.

In an effort to provide the latest news and infaiorarelating

to instrumentation and control systems in water and
wastewater management, the Water and Wastewatastiyd
Division has created a LinkedIn group. We invitey@me
affiliated with or interested in the water and/oastewater
industries to join the group and participate indfeog.

You may use the following link to join the group
http://www.linkedin.com/groupRegistration?gid=2031Z1

Linked [T}

Evolve your Plant with a
Field Wireless Solution

X Future Proof
Control Proof

i

I Power Proof

vigilantplant:

YOKOGAWA ’

About LinkedIn

LinkedIn is an interconnected network of over 200liom
experienced professionals from around the worlpregenting
250+ industries and 200 countries. You can find, be
introduced to, and collaborate with qualified pssi®nals that
you need to work with to accomplish your goals.

When you join, you create a profile that summarigesr
background and professional accomplishments. Yaoafile
helps you find and be found by former colleaguésnts, and
partners. You can add more connections by invitiugted
contacts to join Linkedln and connect to you.

Your network consists of your connections, yourrastions’
connections, and the people they know, linking yiou
thousands of qualified professionals.

There are already many ISA members and automation
professionals on LinkedIn, as well as several ot8érrelated
groups. If you'd like to learn more about Linkedthe article
“100+ Ways to Use Linkedln” at the website
www.linkedintelligence.com/smart-ways-to-use-linkedin/
provides many different perspectives on how the siin be
leveraged. We hope you'll join us there and netwasikh
other ISA, water, and wastewater professionals.

Qbignature
Automation

Providing Quality, Reliable Automation Services

» SCADA Assessment and Planning

« HMI Programming

» PLC Programming

« SCADA Reporting

« Cyber Security Assessment and Planning
« Alarm Management

« System Testing and Commissioning

» SCADA On-Call Support

« Training

» Technical Documentation

Automation Solutions Today
For a Better Tomorrow

Phone: (469) 248-6840
www.signature-automation.com
info@sig-auto.com

Project Management | Evaluation, Planning, and Studies | Programming
Testing | Training | Commissioning | Technical Documentation
On-Going Maintenance and Support
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Setting the Standard for Automation™

Show your success
With ISA Senior membership

Pssst, been in the business ten years? Or, have a degree and six
years of work experience? Sounds like you may qualify for ISA
Senior Member grade. Why apply? ISA Senior Member grade

is a statement of your knowledge and experience. It's also a
requirement for becoming a candidate for ISA Fellow grade or
to hold a Society-level office.

Find all the details and an application form at
www.isa.org/seniormember or call (919) 549-8411.

61-2864

listen. think. deliver:

Water
Environment
Transportation
Energy

Facilities

Chith

cdmsmith.com

Is the world thirsty
for water management?!

The World Bank estimates that glohal costs from leaky water pipes total $14 billion
annually. Our water infrastructure, in service for upwards of 100 years in many regions,

I »
I »

is under pressure, to say the least.

x100

é

Global water usage continues to increase at twice the rate of population growth. Clearly
something must be done to better manage our water supply for a sustainable future. To
tind out how, visit ibm.com/smarterplanet/water

Don't forget—as a Member of ISA, you have free, Take advantage of this vast resource of knowledge

unfimited access to a library of more than 40 and keep up-to-date on the latest industry

online, pre-recorded web seminars—valued at practices, developments, and philosophies. [t's

$225 each. It just one of the many benefits you  one of your FREE benefits as an ISA Member! ISA
receive as a Member of ISA Visit wwwi.isa,org/webseminars. a4
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Call for Newsletter Articles

The WWID newsletter is published four times a y@sinter,
spring, summer, and fall) and reaches the WWID'sr&;000
members. Each issue is approximately 32-44 pagegs bnd
is electronically in color PDF format. A notificati email
goes out to all WWID members and it is available gablic
download atvww.isa.org/wwid/

We are always on the lookout for good articles, avel
welcome both solicited and unsolicited submissions.

Article submissions should be 500-2000 words irgterand
be written for a general audience. While it is ustieod that
the articles are technical in nature, the use dirtieal jargon
and/or unexplained acronyms should be avoided. attfeely
encourage authors to include several photos affigiares to
go along with their article.

We actively welcome articles from all of our memer
However, we do ask that articles be non-commeigiahture
wherever possible. One or two mentions of compamy/a
product names for the purposes of identificatioadseptable,
but the focus of the article should be technicaitent and not
just sales literature. If you are unsure of whetymur article
idea is workable, please contact our newslettdoeébir more
information — we are here to help.

Some examples of the types of articles we are tapkor
include:

» Explanatory/teaching articles that are meant tméhice or
explain a technical aspect of automation and/or
instrumentation in the water/wastewater sector.

» Biographical stories about personalities and/odées: in
the water/wastewater sector.

» Case Studies about plant upgrades and/or the afipticof
new technologies and techniques. This type oflartitust
include at least two photos along with the arttebe.

» Pictorial Case Studies about a plant upgrade dimgisf
4-6 photos plus a brief 200-500 word descriptionttod
project undertaken. The article should ideallyiude one
to two paragraphs about lessons learned and/ocedor
other automation professionals.

» Historical reflections on changes in technologytgieing
to specific aspects of instrumentation or autonmatand
how these changes point to the future.

» Discussions about changes in the water/wastewattors
and how these affect the automation professionals.

Once we receive a submission, we will work with youedit
it so it is suitable for publication in the newsést

Article submissions can be sent to the WWID neustet
editor Graham Nasby atgraham.nasby@eramosa.com

WWID Newsletter Advertising

The WWID newsletter is an excellent way to announew
products and services to the water/wastewater attom
community. With a distribution of 2,000+ professads in the
automation, instrumentation and SCADA fields, théW

newsletter is an effective targeted advertising. too

The WWID newsletter is published quarterly, on thikowing
approximate publication schedule:

*  Winter Issue — published in January/February

»  Spring Issue — published in May/June

e Summer Issue — published in August/September
e Fall Issue — published in October/November

Advertising in the newsletter is offered in full ge and
quarter page formats. Advertisements can be puechas a
per issue basis or for four issues at a time. nd&esletter
itself is distributed as a full-color PDF, so batblor and
black/white artwork is acceptable.

The current advertising rates are as follows:

Per Issue:

e Full page, full color (7" x 9"): $400

e Half page, full color (7"x4.5” or 3.5"x9"): $200

e Quarter page, full color (3.5” W x 4.5” H): $100

Per year (4 issues):

Full page, full color, 4 issues (40% discount): 0.2
» Half page, full color, 4 issues (25% discount): 860
e Quarter page, full color, 4 issues (25% discou8p0

Other sizes of advertisements are available, btpdced on
an individual basis. Contact us for more informati

Please book advertising space as early as podssitidee the
intended publication date. Artwork for advertisenseshould

be submitted a minimum of two weeks prior to thélmation
date; earlier is always better than later. Artwofar
advertisements can be submitted in EPS, PDF, PRG, &
GIF formats. EPS, PDFand PNG formats are preferred.
Images should be at least 300dpi resolution if ipdess

The ISA Water/Wastewater Industry Division is rumanon-
profit basis for the benefit of its members. Maniaised from
the sale of advertising in the newsletter are usdtelp offset
the cost of division programming and events. Likeparent
organization, the ISA, the WWID is a non-profit meen-
driven organization.

For more information, or to discuss other adventiset sizes
not outlined above, please contact the WWID newesietditor
Graham Nasby ajraham.nasby@eramosa.com

www.isa.org/wwid/
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WWID Board Member Contacts

Director

& Newsletter Editor

Graham Nasby, P.Eng., PMP
Eramosa Engineering Inc.
Tel: (519) 763-7774

Fax: (519) 763-7757
graham.nasby@eramosa.com

Director-Elect & 2014 Symposium Chair

& Asst. Newsletter Editor
Kevin Patel, PE, MBA
Signature Automation
Tel (469) 619-1241
knpatel@sig-auto.com

Secretary Treasurer

David Wilcoxson, PE

MWH Global

Tel: (925) 627-4561
david.r.wilcoxson@mwhglobal.com

Past-Director & Honors/Awards Chair

Jon DiPietro

Bridge-Soft LLC & Domesticating IT
Tel: (603) 606-5937
jon.dipietro@gmail.com

Membership Chair
Pavol Segedy

Brown and Caldwell

Tel: (919) 424-1443
psegedy@brwncald.com

Membership Asst. Chair
Juliana Oyeniyi

CDM Smith

Tel: (214) 346-2821
oyeniyijo@cdmsmith.com

Section-Division Liaison
Sarah Tremblay

AECOM

Tel: (781) 224-6083
Sarah.tremblay@aecom.com

Program Chair
Joe Provenzano, MSc.

KPRO Engineering Services
Tel: (203) 775-0903
Fax: (203) 560-1816
provenzano2@comcast.net

Program Committee
Josh Gelman, PE

CDM Smith

Tel: 703-485-6500
gelmanjl@cdmsmith.com

Program Committee

David Hobart, P.Eng, CAP
Hobart Automation Engineering
Tel (802) 253-4634
dgh@sterlingvalley.com

WEF Liaison

Tom DelLaura, PE

Eramosa Engineering International
Tel (919) 610-3559
tom.delaura@eramosa.com

Social Media Coordinator

Bosco “Bob” Loncar

Water/Wastewater Services, Halton Region
bob.loncar@halton.ca

Student Scholarships Chair

Michael Fedenyszen

Vanderweil Engineers LLP (Power Group)
Tel: (617) 956-4573
mfedenyszen@vanderweil.com

Student Scholarship Committee Members

Sean McMillan, CDM Smithmcmillanse@cdmsmith.com

Steve Valdez, General Electreyaldez1210@gmail.com

Kevin Patel, Signature Automatioknpatel@sig-auto.com

Wally Ingham, Stantec Consultingyvginham@shaw.ca

Thomas C. McAvinew, |&C Engineerinipcengrg@centrylink.net

ISA Staff Contact

Rodney Jones

ISA Headquarters, Research Triangle Park, Nortlol®ear
Tel: (919) 549-8411

Fax: (919) 549-8288

rjones@isa.org

2014 Symposium Details

Date: August 5-7, 2014

Location: Orlando, Florida, USA

Venue: Crowne Plaza Orlando-Universal Hotel
General Symposium Chair: Kevin Patel, PE, MBA
Website:www.isawwsymposium.com

2015 Symposium Date — Save the Date
Date: August 4-6, 2015

Location: Orlando, Florida, USA

Venue: to be announced

General Symposium Chair: Kevin Patel, PE, MBA

About the ISA Water/Wastewater Division

The ISA Water and Wastewater Industry Division (WD)/Is concerned with
all aspects of instrumentation and automated-cbmélated to commercial
and public systems associated with water and wastewmanagement.
Membership in the WWID provides the latest news anfidrmation relating
to instrumentation and control systems in water @adtewater management,
including water processing and distribution, aslaslwastewater collection
and treatment. The division holds the annual ISAteM#/astewater and
Automatic Controls Symposium each summer, whichufes presentations
by industry practitioners and published proceeding®r more information
seewww.isa.org/wwid/

About the ISA

Founded in 1945, the International Society of Auation is a leading, global,
nonprofit organization that is setting the standamdautomation by helping
over 30,000 worldwide members and other professsosalve difficult
technical problems, while enhancing their leadgrshnd personal career
capabilities. Based in Research Triangle Park, iNGarolina, ISA develops
standards; certifies industry professionals; presi&ducation and training;
publishes books and technical articles; and hastéecences and exhibitions
for automation professionals. For more informateswww.isa.org

www.isa.org/wwid/
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WWAC

. Symposium2014

ISA

Registration Form

P.O. Box 12277

Www.isa.org

2014 ISA Water / Wastewater
and Automatic Controls (WWAC) Symposium

5-7 August 2014 ¢ Crowne Plaza Orlando-Universal Hotel ¢ 7800 Universal Blvd. ¢ Orlando, FL, USA

International Society of Automatmn\

67 Alexander Drive

Research Triangle Park, NC 27709
PHONE +1 919-549-8411

FAX +1 919-549-8288

EMAIL info@isa.org

Mail Form and Payment
to: ISA—WWAC Symposium

Call ISA Customer Service
at: +1 919-549-8411

Email: info@isa.org

Fax Form to ISA Customer
Service at: +1 919-549-8288

PO Box 3561
Durham, NC 27702-3561

Online Registration: Instead of filling out this form, please consider registering online at www.isawwsymposium.com

1. Customer Information

Name (first): (initial): (last):
Company: Title:

Street Address:

City: State: Country:
Phone: Fax: Postal Code:
ISA Member # (if applicable): Email:

2. All PARTICIPANTS ARE REQUIRED TO PAY REGISTRATION FEES

Early-Bird Registration

Q Regular Attendee . ................... $425
QISAMember ... ... $325
QAWWA Member . ........... ... ... $375
QWEF Member ........................ $375
Q Student Registration . ................. $125
Q Author/Speaker Registration . ........... $125

Optional 2-day Training Course:

Troubleshooting Instrumentation & Control Systems (TC10)
4-5 August, 8:00am - 3:30pm - Attendees receive 1.4 CEUs

Q Regular Price $1630

Q ISA Member Price

Registration and Training Course Total: $

Regular Price (after 15 June 2014)

Q Regular Attendee .. ...... $450
QISA Member . ........... $350
0 AWWA Member . ....... $400
Q WEF Member . .......... $400

Symposium Attendees will receive 2.0 CEUs
(or 20 PDHs) - ISA, FSAWWA and FDEP-approved

Optional 1-day Training Course

Intro to SCADA Cybersecurity & ANSI ISA 99 (IC32C)
5 Aug, 8:00am-3:30pm, Attendees get 0.7 CEUs

Q Regular Price .. .......... $685

Q ISA Member Price

US Dollars

Your Full Symposium registration includes:

* 2 full days of papers and presentations
* poster session
* networking events

* |ocal water treatment facility tour on Aug 5

* admission to supplier showcas6

* light breakfasts on Aug 6 and Aug 7

* full buffet lunches on Aug 6 and Aug 7

* evening reception on Aug 6 with cash bar
* name badge

* list of attendees with contact info

* printed onsite program booklet

* printed copy of symposium proceedings

3. Payment Summary

Charge: QVisa Q Mastercard QO Amex

Charge Account Number:

Q Discover

Make Checks Payable to:
ISA WWAC

Hotel Registration:

Exp. Date:

Note: Company purchase orders or military vouchers not accepted.

Crowne Plaza Orlando-Universal Hotel

7800 Universal Blvd.

Name on Card:

Orlando, Florida, USA, 32819

Signature:

Local: 1 407-355-0550

wWwWw.isawwsymposium.com

Fax: 1 407-355-0504
www.cporlando.com

Reservations: 1 888-233-9527 (toll free)

Attendees are responsible for booking their own hotel rooms.
A hotel rate of $92/night is available if booked before 1 July 2014

WWAC2014-REGFORM-2014-06-02




Water Environment
Federation
the water quality people”

O\ FLORIDA

Florida’s Water Professionals

2014 Water / Wastewater
and Automatic Controls Symposium

August 5-7, 2014 Orlando, Florida, USA

Presented by the ISA Water / Wastewater Industries Division - www.isawwsymposium.com

Technical Co-Sponsors: WEF Automation and Info Tech Committee, the Florida AWWA Section,

Florida Water Environment Association, ISA Tampa Bay Section, and Instrumentation Testing Association

Conference Preview

Setting the Standard for Automation™



ABOUT THE SYMPOSIUM

Presented by the ISA Water and Wastewater Industries Division, in collaboration with the Florida AWWA Section,
Florida Water Environment Association, WEF Automation and Info Tech Committee, and Instrumentation Testing
Association, the WWAC symposium helps professionals in the water and wastewater sectors understand how
instrumentation, SCADA (supervisory control and data acquisition), and automatic control applications are vital
to the treatment and distribution of water; the collection and treatment of wastewater; and the management

of stormwater. The symposium also provides an excellent opportunity to gain valuable technical information,
networking, professional development, and continuing education credits (CEUs and PDHs).

This 3-day symposium is focused on the challenges associated with automation and instrumentation in the water
and wastewater sectors. It features 2 full days of presentations (two speaking tracks), a tour of a local water/
wastewater facility, a general reception, networking events, a poster session, and a supplier showcase.

o 2 full days of speakers/presentations

e Track 1 - Instrumentation, System Integration, Automation, Plant Case
Studies, New Technologies, Process Optimization

e Track 2 — SCADA in the Workplace, HMI, Human Factors, Alarm

Management

Two Optional ISA Training Courses before the symposium

Plant Tour of a local Water/Wastewater Facility

Trade Show, Reception & Networking Event

Affordable Professional Development for Plant Operations/

Maintenance Staff, Plant Managers, Plant Designers, Engineers,

System Integrators

CEUs — Continuing Education Units

PDHs — Professional Development Hours

ATTENDEE PROFILE

The symposium is targeted at anyone involved with automation, instrumentation, and/or control systems in the water/wastewater sectors.
Attendees typically range from plant operators, maintenance, and technical personnel to engineers, programmers and system integrators.

Meet and network with professionals who are responsible for the automation, instrumentation and operating aspects of water and wastewater
facilities across North America. According to a recent US EPA study there are over 16,000 publicly-owned water plants across the USA, and another
21,000+ wastewater treatment plants throughout the country.

This symposium focuses on bringing together individuals who are looking for technical solutions to their water and wastewater challenges. They are
looking for products, services, and partners they can trust to make their jobs easier.

SCHEDULE OF EVENTS

Monday - Tuesday, August 4-5, 2014

e Optional full-day training courses

e Symposium Registration

¢ Local Water/Wastewater Plant Tour (late afternoon Tuesday)

Wednesday, August 6, 2014

e Keynote Speaker

Presentations and Papers

Light Breakfast, Coffee Breaks and Buffet Lunch Provided
Supplier Showcase & Vendor Presentations

Evening Reception

Thursday, August 7, 2014

e Invited Speaker

Presentations and Papers

Light Breakfast, Coffee Breaks and Buffet Lunch Provided
Poster Session

Supplier Showcase




Technical Program

This year’s symposium has a special focus on “SCADA in the Workplace” and how
SCADA can be used as an effective tool to optimize operations, maintenance and asset
planning. The two day technical program will include a keynote address, a special
welcome from the director of the ISA water/wastewater division, and an invited plenary
speaker. Guest speakers from the AWWA and WEF will also speak about the current
advances in using instrumentation and SCADA in their sectors.

Interested in speaking at this year’s symposium? Authors can present a 30-minute talk,
6-12 page paper, or a large format poster. The Call for Abstracts is now available at
www.isawwsymposium.com/call-for-abstracts/ . Abstracts are due January 31, 2014.

Local Plant Tour

Attendees will have the option of attending a tour of a local water treatment facility

on the late afternoon of Tuesday August 5, 2014. The tour is free to all registered
symposium attendees. Complimentary bus transportation from the hotel to/from the
tour site is included. Invitations will be sent to all registered symposium attendees three
weeks before the tour.

Optional Short Course #1

Introduction to SCADA Cyber Security
Introduction to Industrial Automation Security and the ANSI/ISA-99 & IEC 64432
Standards (IC32C)

Date: Tues. August 5, 2014

Length: 1 day

CEU Credits: 0.7

Cost: $685 ($535 for ISA members)

This full day course covers the basics of the ANSI/ISA99 Security for Industrial
Automation and Control Systems family of standards and how these can be applied

in a typical water or wastewater district. You will be introduced to the terminology,
concepts, and models of ANSI/ISA99 CyberSecurity. As well, the elements of creating
a CyberSecurity management system will be explained along with how these should
be applied to commonly used SCADA, DCS and Automation Systems in the water and
wastewater .

Optional Short Course #2

Troubleshooting SCADA Systems
Troubleshooting Instrumentation & Control Systems (TC10)

Date: Mon-Tues. August 4-5, 2014
Length: 2 days

CEU Credits: 1.4

Cost: $1630 ($1305 for ISA members)

This hands-on 2-day course, that uses actual physical instrumentation, presents a
systematic approach to troubleshooting and start-up of single-loop and multi-loop
control loops. You'll see how pressure, level, flow and temperature loops operate

to maintain good process control systems. Topics covered will include various
troubleshooting techniques; commons problems with measurements, valves and and
controllers; and how to use various computerized tools for diagnosing common loop
configuration and tuning problems.

Why you should attend
Opportunity to learn from others and “talk
shop” with people who understand the
challenges of your sector

Cost effective professional development
and continuing education.

Keep your skills current.

Get to compare experiences and lessons
learned

Learn about new technologies, products
and services

Be actively involved in your professional
development

Establish contacts in the industry

Share ideas and experiences with others
in the sector

Learn Something

Have Fun

Benefits for Water Utilities
Inexpensive profressional development
2.5 days of training for $425

Group discounts available

Opportunity for staff to learn about new
ideas and industry innovations

Benefits for Engineering Firms

Exposure to new ideas
Learn from plant case studies

Talk to operations and maintenance
professionals in an informal environment

Learn about new products and techniques

Registration & Fees

Full Symposium

List Price - $425
ISA Members - $325
AWWA & FSAWWA Members - $375
WEF & FWEA Members - $375
Students - $125
Authors / Speakers - $125

Optional Cyber Security Course
List Price - $685
ISA Members - $535

Optional I1&C Troubelshooting Course
List Price - $1630
ISA Members - $1305

The symposium hotel rate is $92 per night.




2014 Water / Wastewater and
Automatic Controls Symposium

Founded in 1945, the International Society of Automation is a leading,
global, nonprofit organization that is setting the standard for automation
by helping over 30,000 worldwide members and other professionals solve
difficult technical problems, while enhancing their leadership and personal
career capabilities. Based in Research Triangle Park, North Carolina, ISA
develops standards; certifies industry professionals; provides education
and training; publishes books and technical articles; and hosts conferences
and exhibitions for automation professionals.

CONTACTS

Kevin Patel, PE, MBA
General Symposium Chair
Signature Automation ISA

knpatel@sig-auto.com
(469) 619-1241

Joe Provenzano, MSc
Symposium Program Chair

International Society of Automation
67 T.W. Alexander Drive
PO Box 12277

KPRO Engineering Services _
provenzano2@comcast.net Research Triangle Park, NC 27709
(203) 560-1816 E-Mail: info@isa.org

Telephone: (919) 549-8411
Rodney Jones Fax: (919) 549-8288
ISA Staff Contact www.isa.org

rjones@isa.org
(919) 990-9418

Note: See symposium website for 2014 exhibitor & sponsorship opportunities

For more information visit:
www.isawwsymposium.com

WWAC2014-PRE (2013-12-23)



Sponsorship and Exhibit Space
ISAY WWAC Contract

. Symposium2014

5-7 August 2014
Orlando. FL USA

—_—

International Society of Automation
67 Alexander Drive

P.O. Box 12277

Research Triangle Park, NC 27709
PHONE (919) 549-8411

FAX (919) 549-8288

E-MAIL info@isa.org

WWW.isa.org

2014 ISA Water / Wastewater
and Automatic Controls (WWAC) Symposium

5-7 August 2014 ¢ Crowne Plaza Orlando-Universal Hotel ® 7800 Universal Blvd ¢ Orlando, FL, USA

Instructions: Review the Sponsorship & Exhibitor Prospectus. Complete this form, Sign it, and Fax it ISA headquarters at +1 (919)-549-8288

1. Applicant Information

Company Name:

Street Address:

City: State/Province: Country:

Phone: Fax: Postal Code:

Contact Person: Position:

ISA Member # (if applicable): Email:

2. Sponsorship Opportunities (check all that apply) 3. Exhibitor Opportunities (Table-Top Exhibits)

QA Platinum Level .......oeevieiiiviicnnsisssssssssssssssans $3000 Do you wish to exhibit at the symposium? YES ___ NO _____

includes 2 full conference passes
includes 1 exhibitor table with two vendor passes

QO Gold Level.......cciiecccreeeccrreces e esesseenneans $1500

An Exhibit Table includes a 6’ skirted table, two chairs, duplex outlet,
and two vendor passes.

includ full conf 0 Regular Price.......oocieeeieiereie e $875
incluges 1 1ull conterence pass Q Price for Platinum SPONSOrS......cceeeeerveeeereeneeeenne N/A, included
QA Silver Level ... $500 Q Price for Gold SPONSOrS.....cccveeviecreeireecreeeeeeeens $500
Q Price for Silver SPONSOrS .....c.cceeererereeeeeriesiereenea $700
0 Breakfast SPONSOr .......ccveeeeeeereriereeeeesieseeneeneas $750 Preferred Exhibit Table Location:
ISA reserves the right to assign comparable space if the preferred location is not available
Names of Conference Attendees Names for Vendor Passes
ann Add $400 if not Platinum/Gold sponsor | 4 1: Included with exhibit table
Q2 Add $400 if not Platinum sponsor a2 Included with exhibit table
Q3 Add $400 a3 Add $200

4. Acceptance of Terms and Conditions
Contract terms and conditions are on the reverse of this page. These rules and regulations are incorporated by reference into this contract,
and by executing this agreement the sponsor/exhibitor agrees to be bound thereby as if same had been set forth fully herein.

Authorized Signature: Print Name: Position:

Technologies and/or products to be displayed/promoted:

For exhibitors: We request that, if possible, space assignment near the following potential exhibitors be avoided:

5. Payment for Sponsorship/Exhibiting
To pay by credit card, complete the following:
Total Amount: US Dollars (from sections 2 and 3)

. Charge: QVisa O Mastercard QO Amex  Q Discover
Payment in US currency only.

Full payment required with application. Charge Account Number:
Make check or money order payable to ISA.
Call ISA Customer Services for wire transfer information.

Www.isawwsymposium.com Signature:

Expiry Date:

WWAC2014-EX-FRM-2013-08-02

67 Alexander Drive -- P.O. Box 12277 -- Research Triangle Park, NC -- 27709 USA -- Phone +1 919-549-8411 -- Fax: +1 919-549-8288
Email: info@isa.org -- www.isa.org



Exhibit Space Contract Terms and Conditions

1.

APPLICATIONS. Applications for exhibit space must
be made on the form printed on the reverse hereof,
completed as requested, and accompanied by the
required payment.

Products and services to be displayed must be speci-
fied on the application.

ISA reserves the absolute right to decline any applica-
tion for space if, in ISA's judgment, the products or
services to be shown or demonstrated are unrelated
to the scientific and educational purposes of the
Conference. This application becomes a contract only
when accepted by ISA by notifying applicant of the
assignment of a specified exhibit table.

EXHIBIT SPACE AND FLOOR PLAN. Exhibit table-
top space includes 6ft table, 2 chairs, one trash can,
and duplex outlet. No rent allowance will be made if
standard equipment is not desired. The exhibit floor
plan for this Exhibition will normally be maintained as
initially offered. ISA reserves the right to modify the
plan to the extent necessary for the best interests of
the Exhibitors and ISA or to correct inaccuracies or
errors. ISA also reserves the right to modify the plan
to the extent necessary for the best interests of the
Exhibition.

SPACE ASSIGNMENT. Space available will be al-
located on a first come basis.

EXHIBIT SPACE PAYMENT SCHEDULE. 100% of
total exhibit fee must be paid with application.

CANCELLATION. An Applicant may cancel the
contract by giving written notice of cancellation
received by ISA on or before 2 months ahead of
conference start date. Upon receipt of a timely notice
of cancellation, ISA will refund the exhibit table fee
previously paid by Applicant. Applicant agrees that
any cancellation after 2 months ahead of conference
start date, withdrawal from the event, or failure to
show at the event is a material breach of this agree-
ment and ISA will retain the entire exhibit fee paid

by Applicant in such event. Applicant agrees that the
amount of the exhibit fee is a reasonable measure

of the damages to ISA in the event of such breach.
ISA agrees that the retention of the fee is Applicant’s
sole liability in the event of such breach. All notices of
cancellation must be delivered to ISA before 2 months
ahead of conference start date. No notice is effective
unless submitted to ISA in a manner in which proof
of receipt by the deadline can be shown, such as
certified mail with a return receipt, courier with signed
receipt, or an acknowledged e-mail from ISA.

SUBLETTING EXHIBIT SPACE. No Applicant shall
assign, sublet or apportion the whole or any part

of the space allotted. Applicant may not display
equipment or materials from other than its own firm
or joint Applicants’ firms in said space, without the
consent of ISA.

INDEMNITY AND LIMITATION ON LIABILITY.
Applicant covenants and agrees to hold and save
harmless ISA; the owners, operators, and managers of
the Exhibit Facility; and the respective officers, agents
and employees of each (collectively referred to as Ex-
hibit Management) from any and all claims of liability,
damage, or expense resulting from any injury to or
death of any person, including Applicant’s employees,

8.

agents, and contractors, occurring within Applicant’s
exhibit table or resulting directly or indirectly from any
act or omission of Applicant or any loss of, damage
to, or theft of any property. An omission of Applicant
includes any failure of Applicant to comply with any
of the terms and conditions of this Contract; any of
the Conference and Exhibit Rules and Regulations;
any Rules and Regulations of the Exhibit Facility; and
any laws of the City of the conference location. Ap-
plicant agrees to indemnify each and every member
of the Exhibit Management group for any and all
costs and liabilities incurred in defense of any such
claim, including all expenses, attorney's fees, and any
judgments awarded or settlement amounts agreed
to. It is agreed that ISA Exhibit Management shall not
be responsible for any loss, damage, or theft of any
property of any persons, including the Exhibitor and
its employees, agents, and contractors, while in transit
to or from the Exhibit Facility, while in the Exhibit
Facility, or otherwise.

Except for cancellations and withdrawals permitted

by Paragraph 5 above, the Applicant is responsible for
total rent for exhibit space irrespective of any reason
for such cancellation and withdrawal, including
cancellation and withdrawal by the Applicant because
of failure of product showcase to arrive for any reason
or cancellation by the Sponsors as the result of action
by the Exhibit Facility Management or the result of
strikes, lock-outs, act of God, inability to obtain labor
or materials, government action of whatsoever nature,
war, civil disturbance, fire, unavoidable casualty or
other causes, whether similar or dissimilar, beyond the
control of ISA. In the event of cancellation by ISA as a
result of the aforesaid causes, the Applicant expressly
waives such liability and releases ISA of and from

all claims for damages and agrees ISA shall have no
obligation to Applicant.

Applicant is a licensee of exhibit only and not an
agent, employee, partner or joint venturer of or with
ISA. Applicant agrees that it is solely responsible

for its costs of doing business and agrees to hold

ISA harmless from any obligations incurred by the
Applicant as a result of contracting for any goods

or services connected with the Exhibitor or with the
Exhibit Facility, service contractors, or other persons
or companies and to indemnify ISA for any costs or li-
abilities incurred in defending any such claims against
ISA, including attorneys' fees, expenses, and any
judgments awarded or settlement amounts agreed to.

GOVERNING DOCUMENTS AND LAWS. Applicant
expressly understands and agrees to be bound

by all terms and conditions and rules and regula-
tions contained in this Exhibit Space Contract, the
Exhibit Space Rules and Regulations, including any
amendments which may be issued; the master lease
between ISA and the Exhibit Facility; and the Exhibit
Facility Rules and Regulations, copies or pertinent
extracts of which are attached and/or available for
inspection at ISA during normal business hours. Ap-
plicant also agrees to be bound by any deadlines or
policies stated in the Exhibitor information which will
be provided by ISA.

Such documents are made an integral part of this
Contract by reference as if set forth in full in the
Contract. Applicant is further charged with the knowl-
edge of, and agrees to comply with, all local, state

and federal laws, regulations, and codes pertaining
to health and safety and promotions, marketing, and
advertising, including activities requiring copyright
licenses or permission and constituting a lottery, ap-
plicable to Applicant’s Exhibit.

Compliance is Applicant’s sole responsibility. This
Contract will be interpreted and governed by the laws
of North Carolina applicable to contracts signed and
be wholly performed within North Carolina.

EXHIBITOR EVENT CONFLICTS. Exhibitor will not
schedule any receptions, hospitality suites, social
functions, exhibits, product demonstrations, technical
seminars, training sessions, or other event or function
for attendees (or potential attendees) outside of the
exhibit facility during the Conference and Exhibit
activity hours.

10. SURRENDER OF SPACE. If not cancelled as provided

in this contract, Applicant’s license for the exhibit
space expires at the earlier deadline for move-out or
actual vacation of the exhibit space. Applicant will
surrender the space occupied by Applicant at the
expiration of the license in the same condition as it
was at the commencement of occupation. Applicant
assumes sole and total responsibility for any damage
to the Exhibit Facility due to construction, use, or dis-
mantlement of Applicant’s Exhibit and will reimburse
ISA for any charges assessed by Exhibit Facility caused
by Applicant paid by ISA, including charges for failing
to vacate the premises in a timely manner.

11. VIOLATIONS. The interpretation and application of

these Terms and Conditions and documents incorpo-
rated by reference are the sole responsibility of ISA.
Violation by Applicant of these Terms and Conditions
shall subject the Applicant to cancellation of its con-
tract to occupy exhibit table and to retention by ISA of
all moneys paid. Upon due notice to Applicant of such
cancellation, ISA will have the right to take possession
of the Applicant’s space, remove all persons and
properties of the Applicant, and hold the Applicant
accountable for all risks and expenses incurred as a
result of such re-entry and removal.

ISA reserves the right to restrict exhibits which
become objectionable because of noise, operational
methods, rules violations, or any other reason and
may prohibit or evict any Exhibit, which in ISA's sole
opinion, may detract from the general character of the
Exhibition as a whole. In the event of such restriction
or eviction, ISA will not be liable for any refunds or
expenses of Applicant.

If ISA must engage an attorney to collect any amounts
due under this Agreement, Applicant agrees to pay

all reasonable attorneys' fees and expenses incurred
by ISA.

12. AMENDMENTS. If any unforeseen event renders it

necessary, ISA may amend these Terms and Conditions
and those documents included by reference. All amend-
ments will be published and mailed to each Applicant
who shall be bound thereby. Any other changes in the
terms and conditions and rules and regulations must
be in writing and signed by both parties.





